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HAVE GOF OFFEROR OR CONTRACTOR
Computer Sclences Corporation
ITEM MO, SUPPLIES/SERVICES CUANTIEY [UNIT UNET PRICE AMOUHT
(A) (B) (<} | (D} (£} {¥)
Tax ID Number: 55-2043126
pUNE Number: 167448161
Accounting Info:
S'I‘SOSOAUGGDZUOQITSOl.063000075005?00670010-6'}‘00000{‘.
GNO08060-251D-TSA DIRECT-DEF. TASK-D .
FOB: Destination
btariod of Pexformance: 09/25/2009 to 09/24/2014
(i ] 0-1-01-0000: Transition-In Services in accordance 1] aB b4}
with Section C, Statement of Work
QU002 0-2-01-0000: Program Management Services in i{JB (bii4:
mocordance with Section ¢, Statement of Work
ao0oe3 0-2-02-0000: Resource Managenent Services in i|JB (HEN
accordance with Section C, Statemant of Work
Qo0n4 0 2-03-0000: Quality Management Services in 1]1JB (b4
accordance with Segtion ¢, Statement of Work
00005 0-2-04-0000: Asseb Management Services in 1| JB (bir4:
accordance wikh Section €, Statemeni of Work
ago06 0-2-05-0000: Records Management Sexvices in 1| JB (b4
" Eccordands with Section ) gEatemént” of Work T N
Q007 0-2-06-0000: Program Communications gervices in 1|08 (bir4;
accordance with Section C, Statement of Work
Continved
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c REFFRENCE NO. OF ODCHMENT BEING CONYINUED PAGE  OF
ONTINUATION SHEET HSHODC- 06-D-00021 /HYTS03-09-F-C10632 3 81
NAHE OF OFFEROR OR CONTRACTOR
Computer Sciences Corporation
TTEM KO SUPPLIES/SERVICES QUANEITY | Uit UNIT ERICE AMOUHT
{A} 1:H (Cy 1{D) (E) {F)
DOBOE | 0-2-07-0000: Disaster Recovery and Continuity of 1| a8 [SHEN
Operations Services in accordance with Section €,
Statement of Work
co009 0-2-08-0000: Enterprise Architect Services in 1jJB [(HEN
accordance with Seceion €, Statement of Work
[e]+11 K0 0-2-09-0000: Business Activitiea Project-specific 1| JB 0.60
Support, Surge Support, ODCs (Value-Added CLIN)
Amount: $06.00 {Option Line Item)
00011 0-2-10-0000: ITIP Tools Hosting Facillity Services 1| or [LHEY
00012 0-3-01-0000: Security Management and Management 1| JB (b4
Support Services in accordance with Section €, ’
Statement of Work
apo13 0-3-02-0000: 50C Support Services in accordance 1{JB [HEY
with Section ¢, Statement of Work
00014 | 0-3-03-0000: Technology Refreshments/Scrvice 1| o8 LHEH
Improvements Sexrvices in accordance with Section
¢, Btatement of Work
0001S | 6-3-04-0000: Security Portal Services in 1| om CHEY
acoordance with Section C, Statement of Work
00016 | 0-3-05-0008: CSIRT and Incident Investigation 1} JB8 b

Continued ...
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NAME OF OFFEROR OR GONTRACTOH
Compuker Sciences Corporation

TEMNO. SUEPLIES/SERVIGES QUANTITY [t URIT PRISE AMOUNT

(A} : ’ (§:3] {C) 1{D} {E} (E)
services in accordance with Section €, Statement
of Work

00017 0-3-06-0040: Security Incident Management il JB (b4
Services in accordance with Scction C, Statemant
of Work '

aooig 0-3-07-0000: Security Subject Matber Expertise. 1| .J8 | [[HE!
Hervices in accordance with Section (¢, Statement
of Work

0o619 0-3-08-0000: IT Security Project~spccific g} a.00
Support, Surge Support, ODCs (Value-Added CLIN}
Amount: $0.900 (Option Line Itam)

00020 | 0-4-01-0000: Opcrational Effectiveness TSh 1|8 (LHE
Heademarters Support Services in accordance with
dection C, Statement of Work

00021 0-4-03-0000: Headquariersg Tier LI Support - 1| 7B {bif4:
darvices in accordance wlth Section €, Statement
af HWork

00022 0-4-04-0008: Headquarkers Tier TTE Suppork : 1{ 3B (b4
Services in accordance with Section €, Statement | = 1 [T —
of Wark

oon23 0-4-05-0000: TTAC Tier IT Support Services in 1| JB (b4
ancordance with Section €, Statement of Work
Contipued- ...
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REFERENCE NO. OF DOCUMENT BENG CONTINUED

PAGE  OF
5 | Bl

CONTINUATION SHEET HSHQDC—DG—D—OOE}21/HSTSOB ~09-J-CI0632
MAME OF DFFERUR OR CONTRACTOR
Computer Sciences (orporation o
MEEM NO. SUPPL IES/SERVICES QUARYTTY | UNIT UNIT PRICE AMOUNT
{1} (B) . (C) | (D) (B} {F}
00022 D-4-06-0000: Field Support Services in accordance 1| JB (b4
with Section ¢, Statement of Work
00028 | 0-4-07-0000: IT Specialist Support for Category X 1
and T Afrports Services in accordance with (i
Section €, Statament of Work o
000246 0-4-08-0000: RCSM Interpational Support Services bE ) thid}
in atoordanee with Section €, Statement of Work
Q0027 0-4-09-0000: Installation, Moves, hdds and 1| 3R {bif4:
Changes (IMAC) Services in accordance with
Seation ¢, Statement of Work
poo2g 0-4-10-0000: Special Project IMACs Servicesz in 1 JB RS
acgorda i ion C, Statement of Work
- Amount {Option Line Item}
G029 0-4-11-0000: Freedom Centey Opexational Support 1| JB (b4
Services in accordance with Section €, Statement
of Hork
Qo030 0~4-12-0000: Land Moblile Radio Services in 1| 7B (b4
. accordance with Section €, Statement of Work S NP R
0003 0-4-14-0000: IT Rapid Resaponge Program Support i Jq (bi(4: |
(Optional Work Order) Services in accordance with
gactio nt of Work
Amounts : fOption Line Item)
¢coG32 0-4-15-0000;: TSA Remole A¢cess 1o Clasaified i|JB (b4 |
Enclaves (TRACE) (Optional Work Order} Services
Continued ...
NSH FI43-0T. K2 K087 . OPTIGHAL FORLI 338 {4-36)
forking Copy Epansared by GEA
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computer Sciences Corporation

TTEN HO.
(A}

SUPPLIESISERVICES
{B)
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(e

U
tD}

UHIT PRICE
(E)

AMOUNT
{F)

00033

00034

00035

aan3s

00037

40038

40039

60040

el

0-5-01-0000:

in accordance with Section ¢, Statement of Hork
foption Line Item}

0~4-17-0060: WebEOC® Support (Optional Work
order} Services in accordance with Sectien €,

Statemant of Work

Amaunt,: lOption Line Item)

0-4-18-0000: SharePoint/InfoPath (Optional MWork
Order) Services in aceordance with Section C,

Stabeme .
Amount. (b4 [Opticm Line Item)

0-4-19-0000: Spacial Operations 3Surge, National
Special Security Bvents ({NSSR) and COOP Support
{optional Work Order} Services in accordance with

Sectio . of Work
Amount [LHEY {Option Linc Item)

0-4-20-0000: Operational Effectivenass
Project-specific Support, Surge Support, O0OCs
(Value-Added CLIN}

Amount: 30.00 {Option Line Itcm)

IT BEngineering Services in

acvocordance with Section C, Statement of Work

0-5-02-0000: Operations & Maintenance Services in
accordance with Section €, Statement of Work

0-5-03-0000: Network Services in accordance with
Section ¢, 8Statement of Work

Enterprise Systema Managemenb
Statement

0-5-04-0000:
services in.accordance with Section C,
of Work

Continued ...
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REFERENCE NO, OF BOCUMENT HERG CONTINUED PAGE  OF
CONTINUATION SHEET 105000 _06-D-00021 /HSTS03- 09~ 3- 010632 s e
NAME OF OFFERCR OR CONTRACTOR
Computer Sciences Corporation
FTEM ND, SUPPLIESISERVICES QUANTITY [UNIT UNIT PRIGE AMOUMT
(A} (B} {cy (D (E) (¥}
00041 0-5-05-0000: Application Systems Support Services il Jae b4}
in accordance with Section ¢, Statemant of Work
00042 0-5-06-0000: Help besk Services in accordance 1| I8 (bi(4:
with Section €, Statement of Work
00043 | 0-5-07-0000: Field and Equipment Support Services 1fas o
in accordance with Section €, Statement of Work
00044 0-5-09-0000: IT Pesting Services in accordance 1l JB {bird:
with Section €, Statement of Work
00045 0-5-10-0000: Pata Center O&M Support Services 1} 9B (b4
{Optlonat HWork Order) Services in accordance with
‘Section C, Statene of Work
Amount s {Option Line ILtem)
agn4de 0-5-10-0001: Data Center Migration Services 1] I8 (bir4:
{Optional Work Order} Services in accordance with
Section €, Stakbement of Work
AMOUNt § LHER {Option Line Item)
20047 0-5-10-0002: Disagter Recovery {Opticnal HWork 1| aB | (HEN ]
Order) Servicas in acecardance with Section ¢,
Stalers)
Amount : [LHEY {Option Line Item)
- 00048 - 0-5~-11-2896 —Emexging - Technologies- Support - — - w f----1] JB | (HEN
Services in accordance with Section €, Statement ‘
of Work
€004¢3 | 0-5-13-0000: Tnfrastructure Systems ilaa [LHEY
Certification and Accreditation Services in
accordance with Seetion €, Statemant of Work
Cantinued
Han ?Siﬂ-ﬂl.-iﬂ-aml' CPTONAL FORM 134 {404}

Working Copy
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PAGE oF

GONTINUATION SHEET HEHODC-06-N-00021 /HETS03-09-T-CI0632 8 21
HAME OF OFFEROR OR CONTRACTOR
Computer Scvienves Corporation
TEMNO SUPPLIESISERVICES GUANTITY [UNT UNIT PRICE AMOUNT
(A} (n} cy |m ({E) (¥
Q0as0 0-5-14-0000: Critical fneident Command (CIC) 1} JB (bi4;
Support Services in accordance with Section C,
Statement of Work
‘00051 5-5-15-06000: TSA Change Conkrol Boards Support I JB (b4
Services in accordance with Section €, Statement
of Work
00052 | 0-5-16-0000: IT Service Management Services in 1 as (b4 ;
accordance with Section C, Statement of Work i
Q0052 0-5-17-0000: Change Management Services in 1| ¥B ((HCH .
accordance with Section ¢, Statement of Work 3
3
;
00054 | 0-5-18-0000: Security Vulnerability Scanning 1 J8 [LHEY §
Services in accordance with Section O, Statement i
of wWork )
0oass 0-5-19-0000: Malware Management Sexvices in 1|aB (b4
accordance with Section €, Statement of Work
00056 0-5-20-0000: Network Access Conirol Scrvices ifJan (b4}
{Optional Work Order) Services in accordance with ;
Sectio - of Work !
Amount. ; {Option Line Item) :
006057 [ 0-5-21-0000: Network Behavior Angmalies Detection 1| a8 (b4
services {Optional Work Order} Services in
accordapn gibh Section £, Statement of Work
hmounk: {Option Line Itcm)
Continucd ...
BEH 254001 - k520067 Norking CQP,Y.. o ?P1iurf4}:ff:135;;.aa;
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REFERENCE NO, GF DOCUMENT BEING CORTINUED

CONTINUATION SHEET  Lionone 05.D-00021/HSTS03-09-J-CI0632

PAGE  OF

2 21
HAME CF OFFEROR OR CONTRACTOR
Computer Sciences Corporation
TEM KO SUPPLIESERVICES QUANTITY |UNIT UNIT PRICE AMOUNT
(A} (B} () |{D} () (F}
00058 0-5-22-0000: PIV Infrastructure (Optlonal Work 1]J8 | (b4 ]
Order} Services in accordance with Section C,
B8tatement of Hork
Amount:(c.ption Line Item}
00059 0-5-23-0000: Anti-Spam Service {Optional WHork 1l JB {bird:
Order} Bervices in accordance with Section C,
Statement of Work
Amount : {bird: {Option Lire Item;)
Qooa0 - 0~5-24-0000: 8D Project-gpecific Bupport, Surge 1| a8 0.00
Support, ODCs {Value-added CLIN]
Amount: 50.008 {Option hine Item)
00061R| 0-6-00-000%; Base Poricd Incentive Fee {Partial 1[JB (b4
Funding)
000610 0-6-00-0001: Bagse Period Incentive Fee (Partial ilam {bif4:
Funding)
CO0C61A| 0-6-00-0001: Base Peviod Incentive Fee (Parcial 1iJ8 (bi(4:
Fungding}
Toelbal arount of award: 538,635,690.90. The
obligation for this award is shown in box 15G.
NSN‘.li.{_b-Ol-uZ‘&}ﬁ? . COPTIONAL FORL 24 (4-08]
Nork_:.ng Copy Sotasared by GSA
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Section A — Task Order Award

Task Order number HSTS03-09-J-CI0632 under DHS EAGLE contract number
HSHQDC-06-D-00021 is hereby awarded to CSC. ‘The total value of the Task Order
award, inclusive of options, is $492,182,701. The award amount stated in block 15G of
the cover page of this Task Order represents the amount of funding obligated for the
base period of the Task Order at the time of Task Order award.,

Section B — Schedule of Pricing

B.1 Contract Lin¢ Item Numbers (CLIN) Framework

The Contractor shall perform the services identified in Section C, Statement of Work, of this
Task Order in accordance with the prices identified in Table B-1 below. The prices identified in
the CLINs below are inclusive of the discount provided by the Contractor.

The Table B-1 CLIN framework is presenied in a format for the CLIN as Y-C-SS-XXXX where:

1. Y = Year of TO performance, 0 being the base year, and 1, 2, 3, and 4 are respectively
used for the option years,

2. C=Service category (I through 6 respectively for Transition, Business Activities,

Security, Operational Effectiveness, Solulions Delivery Services, and Incentive Fee)

SS = Specific service within service category as defined in Section C of the RFP

4. XXXX=To be used by the Contractor to specify the proposed CLINs for the specific
services,

5. CLINS presented in italics represent sub-CI.INs for informational purposes; the total
price for these sub-CLINs is aggregated at the main CLIN level.

et

CLIN Total Option Total Total Tetal Option
Framework | Description Total Base (3$) 1 Option 2 Option 3 4 Grand Total
¥-1-00-0000 Transition —
| ¥-1-01-0000 | Transition In | o N/A NIA N/A NA || s
Y-1-02-0000 Transitlon Out NIA NIA N/A NfA "
Total Transltion | ous $0 $0 $0 o
IT Business Actlivities
Y-2-00-0600 Directorate Services
¥-2-01-0000 Program Management
¥-2-02-0000 Resource Management
_¥-2-03-0000 Quality Management (i
¥ 2-04-0000 Asset Managemant
{ -05-0000 Records Management
i1
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Additional Records
Management Support (Value

ol

! $0

HSTS93-09-J-C10632

Y-2-05-00061 Add) $0 $0 $6 $0 |
Y-2-06-0060 Program Communications
Disaster Recovery and "
_¥-2-07-0000 | Continuity of Operations (bt
¥-2-08-0008 Enterprise Architect
BA Project-specific Support,
Surge Support, and CDCs
_¥-2-03-0000 {Value Add) 50 $0 $o $0 $0
Y-2-16-0000 | ITIP Tools l (ot
Y-2-10-0001 [RESERVED] RESERVED RESERVED | RESERVED | RESERVED | RESERVED | 30
| Y-2-10-0002 [RESERVED] RESERVED BEESERVED | RESERVED | BESFRVFD | RESERVED in
¥-2-10-0003 | Toots Hosting Facility | (i
Total Business Activities
Directorate Services $10,841,157 $10,577,786 | $8,875,376 $7,327,601 $7,098,020 $44,719,920
IT Security Directorate T
Y-3-00-0000 Services
Sacurity Management and
Y-3-01-0000 Management Support
¥-3-02-0000 50C Support
Technology
Refreshments/Service
¥Y-3-03-0000 Improvements
¥-3-04-0000 Security Portal
CBIRT and Incident (b4
| ¥-3-05-0000 } investigation
Y-3-06-0000 Security incident Management |
Security Subject Matter
| Y-3-07-0000 | Expertise_
ITSEC Project-speclfic
Support, Surge Support, and
Y-3-08-0000 0DCs (Value Add)
Total Security Directorate
Services $6,224,019 $7,000,487 | $7,160,834 $7,222,492 $7,234,671 $33,842,503
IT Operational Effectiveness
Y-4-00-0000 Directorate Servlces
Y-4-01-0000 | TSA Headkuarters Support | [iid:
Y-4-02-0000 | TTAC Support | use [ Nsp | nse | NsP | nNsP $0
¥-4-03-0000 Headguartars Tier il Support
Y-4-04-0000 Headquartars Tler il Support
¥-4-05-0000 TTAC Tier |l Support a
Y-4-06-0000 Flald Support
IT Specialist Support for
¥-4-07-0000 Category X and [ Airports
Y-4.08.0000 RCSM International Support
Y-4-08-0001 RCSM - CCONUS
Y-4-08-0002 | QCONUS Tier it Support bie:
Installation, Moves, Adds and
Y-4.08.0000 | Changes (IMAC], 2064 per yr
Y-4-1G-0000 Speciaf Project IMACs
Freedom Center Operational
Y-4-11-0000 Support
Y-4-12-00460 Land Mabile Radio
Y-4-12-0001 LMR Resource Manager
Y-4-12-0002 LMR Oporalions & Maintonance
¥-4-12-0003 LMR Repeater Repair
12



(bir4:

t Y-4-12-0004 LMR Equipment Upgrade Project
13-0000 |[RESERVED} RESERVED RESERVED | RESERVED | RESERVED | RESERVED %0 ]
IT Rapid Response Program
¥-4-14-0000 Support (Optional Work Order)
ITRR Standup & Mainfenance
Y-4-14-0001 {Oplional Work Qrder}
ITRR Deployment - Smaif Grotp
Deployment (Oplional Work
¥-4-14-00G2 Order) [GHES
ITRR Deployment - Large Group
Daployment (Opfional Work
Y-4-14-0003 Order)
TSA Remote Access to
Classified Enclaves (TRACE)
¥-4-16-0000 {Optional Work Order)
Y-4-16-0000 |RESERVED] RESERVED RESERVED | RESERVED | RESERVED ] RESERVED | $0 |
WehEQC® Support (Optional :
Y-4-17-0000 Wark Order)
SharePoint/infePath {Optional
Y-4-18-0000 Work Order)
Speciat Operations Surge,
Mational Special Security
Events {NSSE) and CQOP
Y-4-18-0000 Support :
Y-4-19.0001 Network Enginieer o
Y-4-19-G002 Systems Administrator o
¥-4-19-0003 Techinician
Y-4-19-0004 VolP Enginssr
Y-4-19-0005 Configuration Admin Specialist
Y-4-18-0006 AV Specialist
1-79-0867 Jr Web Developer
~19-6008 Sr Web Developer
QE Project-specific Support,
Surge Support, and ODCs
Y-4-20-0000 {Vaiue Add) $0 $0 $0 $0 $0 $0
Total Gperational Effectivensss
Directorate Services $31,240,756 $33,623,460 | $34,400123 | $35,107,057 [ $35675,799 $169,947,194
iT Solutions Delivery
Y-5-00-0000 Directorate Services
Y-5-01-0000 IT Englneering Services
Y-5-02-0000 Operations & Malntenance
_¥-6-03-0000 Network Services 1.
Enterprise Systems
Y-5-04-0000 Management Services
Email Services - MS Exchange
¥-5-04-0001 2003
Emaif Services - MS Exchiange
Y-5-04-0002 2007
Remole Server Management -
Y-5-04-0003 Wintet Server T
Remole Server Managemeni - o
Y-5-04-0004 LINDGLinux Server, Smalf
Remole Server Managementi -
Y-5-04-0005 UNBGLinux Server, Medium
Remote Sarver Management -
Y-5-04-0006 UNDX L inux Servor, Large
Rearnote Server Managemen! -
Y-5-04-0007 UNIXLinux Server, Enterprise
Voice over [P Management
| Y-5-04-0008 {VolP)
-04-0009 Storage Management
13
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Y-5-04-0010

Backup and Recovery Systems

Tape Oporations for TSA HQ

HSTS03-09-J-C10632

- Y-5-04-0011 Data Center
Y-5-04-0012 Backup Modia
Y-5-04-0013 Off-site Media Storage
Transfer of Exisling Media lo
Y-5-04-0014 New Off-site Storage Facility
Y-5-04-0015 Database Managament
Y-5-04-0016 infrastructure Software Suppori b
Application Systems Support o
Y-5-05-0000 | Services
Y-6-06-0008 Help Desk Services
Y-5-06-0001 Base Halp Dask
- Y-5-06-0002 Addjtional Help Dask Calls
Fiefd and Equipment Support
Y-5-07-0000 Services
Y-5-07-6601 Desktop/Laptop
Y-5-07-0002 Winie! Server
Wintel Server - High Availability
Y-5-07-0003 SLA o __ RESERVED RESERVED | RESERVED | RESERVED | RESERVED $0
Y-5-07-0004 UNDGLinty Sarver RESERVED RESERVED | RESERVED | RESERVED | RESERVED g0
UNIXLinux Server - High
Y-5-07-0005 Avaitability SLA RESERVED RESERVED | RESERVED | RESERVED | RESERVED 30 |
¥-§-07-0008 Network Primter b l
- Y-5-07-0007 Network Devices and Firewalls
Y-5-07-0008 VolP Phone e NSP. NSP NSP NSP NSP $o
Y-5-07-0009 Non-warranly Service 0 $0 30 hid) 30 $0
Elite Service Uplitt for Additional
¥-5-07-0010 Elits Users 30} 80 $0 14 &0 £0
Premium Service Uplift for {
Y-5-07-0011 Additional Premium Users | $0 30 $0 10 30 20 |
Y-5-08-0060 [RESERVED] RESERVED RESERVED | RESERVED | RESERVED | RESERVED $0
¥Y-5-09-0000 IT Testing Services
Rata Center Q&M Support
¥-56-10-0000 Services {Optional Work Qrder)
Data Center Migration Services o
¥-5-10-0001 | {Optional Work Order) (bits;
Disaster Recovery {Optional
¥-5-10-0002 Work Order}
. Emerging Technologles
Y-5-11-0000 Support
¥-5-12-0000 iT Security Services NSP NSP NSP NSP NSP $0 J
Infrastructure Systems
¥-5-13-0000 Certification and Accredlitation
Critical Incident Command
¥-5-14-0000 {CIC} Support Services
TSA Change Gontrol Boards
Y-5-15-0000 Support Services
¥Y-5-16.0000 IT Searvice Managament
Y-65-17-0000 Change Management
Security Vulnerability ",
Y-5-18-0000 | Scanning Services (bt
¥-5-19-0000 Malware Management Services
Network Access Contral
¥-5-20-6000 Setvicos {Optional Work Order}
Network Behavior Anomalies
Detection Services (Optlonal
¥-5-21-0000 Work Ordar)
2-Factor Authentication PiV
¥-5.22.0000 Infrastructure {Optional Work
14



Qrder}
e Anti-Spam Service (Optional s
¥-5-23-0000 Work Order) N S
SD Project-speclfic Support,
Surge Support, and ODCs
Y-5-24-0000 {(Value Add)} $0 $0 $0 $0 0 50
Total Solutions Delivery
Directorate Services $40,123,257 $48,641,163 | $46,463,064 | $45,010,609 | $44,234,395 $224,342,408
Y-8-00-0000 Incentive Fees
¥-6-00-0001 Quarter One Incentive Fee
Y-6-040-0002 Quarter Two Incentive Fee i
Y-6-00-0003 | Quarter Three Incentive Fee o
Y-6-00-0004 Quarter Faur Incentive Fee
Price Summary
Transition
IT Business Activlties Directarate
Services o
IT Securily Directorate Services -
(bid;

IT Operaticnal Effectiveness
Directorate Services =
IT Sciutions Delivery Directorate
Services

Incentive Feas

Total Price $98,635,690 | $101,673,701 | $98,902,482 | $96,653,068 | $96,317,774 |  $492,182,701 |

B.2 Time and Material Labor/Firm Fixed Price Rates

All Work Orders issued on a T&M or FFP basis will be priced in accordance with the labor rates
tables set forth in the EAGLE contract and the Task Order. Labor rates shall reflect the EAGLE
contract raies; however, Offerors may, at their discretion, propose lower hourly rates.

B.3 Task Order Type

This Task Order is awarded as a firm-fixed-price Order with incentive fees. In addition, the Task
Order includes optional services, identified in the CLIN table above, that may be ordercd on a

Time-and-Materials/Labor-Hour basis. ‘I'ravel costs and ODCs, if applicable, shall be separately
priced and agreed to prior to the Contractor performing any services that involve travel or ODCs,

B4  Work Outside the Continental United States (OCONUS)

it is anticipated that there may be services performed under this Task Order for work outside the
United States. Individual requests will set forth price proposal instructions for OCONUS
services not alrcady priced and included in the CLIN table above.

15
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B.5 Periodic Price Redetermination

(a) General. The CLIN pric'es and the total prices for each period of performance stated in this
task order may be periodically redetermined in accordance with this clause based on changes in
quantities associated with Statement of Work requirements.

(b} Price redetermination periods. For the purpose of price redetermination, the parties agree
that each period of performance under this task order (i.e. the base period and each option
period) shall be a redetermination period. The parties further agree that any redetermination of
prices shall not occur more frequently than once per redetermination period; that is, not more
often than annmally.,

(¢} Price redetermination,
(1) Unless otherwise directed by the Contracting Officer, the contractor shall, not later
than 60 days prior to the end of each redetermination period, submit to the Contracting
Officer data indicating the actual quantitics and Ievels of scrvice experienced under each
CILIN of the task order, and a projection of the remaining guantities and levels of service
expected to be experienced in the remainder of the redetermination period.
(2) Upon the Contracting Officet’s receipt of the data required above, the Contracting
Officer shall review the data and contact the Contractor to prompily negotiate to
redetermine fair and rcasonablc prices for any CLINs affected by variations in quantities.

(d) Contract modifications. Bach negotiated redetermination of prices shall be evidenced by a
modification to this task arder, signed by the Contractor and the Contracting Officer, stating the
redetermined prices that apply during the redetermination period.

(e) Disagreements. 1f the Contractor and the Contracting Officer fail to agree upon redetermined
prices for any price redetermination period within 60 days (or within such other period as the
parties agree) after the date on which the data required by paragraph (d) of this section are to be
submitted, the Contracting Officer shall promptly issue a decision in accordance with the
Disputcs clause. For the purpose of paragraph (d) of this section, and pending final settlement of
the disagreement on appeal, by failure to appeal, or by agreement, this decision shall be ireated
as an executed task order modification. Pending final scttlcment, price redetermination for
subsequent periods, if any, shall continue to be negotiated as provided in this clause.

() Termination. If this task order is terminated, prices shall continue to be established in

- accordance with this clause for (1) completed services accepted by the Government and (2) those
services nol terminated under a partial termination. All other clements of the termination shall be
resolved in accordance with other applicable clauses of this contract.

B.6 Incentive Determination

{(a) The measurement of the Contractor’s performance with respect to the Service Level
Agrcements (SLAs) undet this Task Order and the calculation of any associated incentives
earned by the Contractor shall reset to zero at the beginning of eacil incentive period. The
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measurement of the Contractor’s performance and the associated incentive doilars available to be
earned shall not be cumulative across incentive periods.

(b) Any disincentives applied to the Contractor’s performance with respect to the SLAs shall be
applied as an off-set against any incentive earned by the Contractor.

{¢) The SLLAs included in this Task Order reflect measurements of the Contractor’s performance
of the Task Order requirements. To the extent that events outside the Contractor’s control
adversely impact the Contractor's ability to achieve performance in accordance with the SLLAs,
the Contractor’s performance will not be negatively evaluated with respect to the affected SLAs.

17
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Section C — Statement of Work

See Attachment 1 for Statement of Work

Section D — Packaging and Marking
D.1  Sensitive Information Packaging and Marking

All items shall be delivered in accordance with Section D of the BAGLE contract unless
otherwise specified in the individual Work Orders.

Requirements for Marking For Official Use Only (FOUQO)

The following procedures are excerpted from Department Homcland Security
Management Directive 11042 entitled “Safeguarding Sensitive but Unclassified (For
Official Use Only) Information™ and shall be followed:

FOUO Marking

Information designated as FOUO will be sufficiently marked so that persons having
access to it are aware of ifs sensitivity and protection requirements. The lack of FOUQ
markings on materials does not relieve the holder from safcguarding responsibilities.
Where the FOUO marking is not present on materials known by the holder to be FOUQ,
the holder of the material will protect it as FOUOQ. Other sensitive information protected
by statute or regulation, e.g., PCII and SSI, etc., will be marked in accordance with the
applicable guidance for that type of information. Information marked in accordance with
the guidance provided for the type of information need not be additionally marked
FOUO.

Page Marking

Prominently mark the bottom of the front cover, first page, title page, back cover and
cach individual pagc containing FOUQ information with the caveat “FOR OFFICIAL
USE ONLY.”

Specific FOUO Types

Materials containing specific types of FOUQ may be further marked with the applicable
caveal, e.g., “LAW ENFORCEMENT SENSITIVE,” in order {o alert the reader of the
type of information conveyed. Where the sensitivity of the information warrants
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additional access and dissemination restrictions, the originator may cite additional access
and dissemination restrictions, For cxample:

WARNING: This document is FOR OFFICIAL USE ONLY (FOUQ). It is to be
controlled, stored, handled, ransinitied, distributed, and disposed of in accordance with
DHS policy relating to FOUQ information. This information shall not be distribured
beyond the original addressees without prior authorization of the originator.

FOUOQO Transmittal Outside of DHS

Materials being transmitted to recipients outside of DHS, for example, other federal
agencies, state or local officials, etc. who may not be aware of what the FOUO caveat
represents, shall include the following additional notice:

WARNING: This document is FOR OFFICIAL USE ONLY (FQUO). It contains
information that may be exempt from public release under the Freedom of Information
Act (5 US.C. 552). It is to be controlled, stored, handled, transniitted, distributed, and
disposed of in accordance with DHS policy relating to FOUQ information and is not to
he released to the public or other personnel who do not have a valid "need-to-know”
without prior approval of an authorized DHS official.

Computer Storage Media

Computer storage media, i.¢., disks, tapes, removable drives, etc., containing FOUO
information will be marked “FOR OFFICIAL USE ONLY.”

Classified Documents Containing FOUO

Portions of a classified document, i.e., subjects, titles, paragraphs, and subparagraphs that
contain only FOUQ information will be marked with the abbreviation (FOUQ).

Individual portion markings on a document that contains no other designation are not
required.

Designator or originator information and markings, downgrading instructions, and
date/event markings are not required.

General Handling Procedures

Although FOUQ is the DHS standard caveat for identifying scnsitive unclassificd
information, some types of FOUQ information may be more sensitive than others and
thus warrant additional safeguarding measures beyond the minimuin requirements -
established in this manual. For example, certain types of information may be considered
extremely sensitive based on the repercussions that could result should the information be
released or compromised, Such repercussions could be the loss of life or compromise of
an informant or operation. Additional control requirements may be added as necessary to
afford appropriatc protcction to the information. DHS cmployces, contractors, and
detailees must use sound judgment coupled with an evaluation of the risks,
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D.2

vulnerabilities, and the potential damage to personnel or property as the basis for
determining the need for safeguards in cxcess of the minimum requirements and protect
the information accordingty.

FOUOQ Coversheet Usage

When removed from an authorized slorvage location and persons without a need-to-know
are present, or where casual observation would reveal FOUO information to unauthorized
persons, a “FOR OFFICIAL USE ONLY” cover sheet will be used to prevent
unauthorized or inadvertent disclosure,

Transmitting FOUQ

When forwarding FOUQ information, a FOUO cover sheet should be placed on top of
the transmittal [etter, memorandum or document.

Receiving Non-DHS and Non-TSA FOUO
When receiving FOUQO equivalent information from another government agency, handle

in accordance with the puidance provided by the other government agency. Whete no
guidance is provided, handle in accordance with the requirements of this contract.

Requirements for Marking Sensitive Security Information (SSI)

This scction contains requitements for Protective Marking and Limited Distribution Statement
for Sensitive Security Information {SSI).

D‘S

Protective Marking,

The protective marking consisting of the words “SENSITIVE SECURITY
INFORMATION” must be applicd to alt documents that contain SSI. This marking
should be written or stamped in plain bold type (Times New Roman) with a font size of
12 or dan equivalent style and font sive.

Distribution Limitation Statement

The distribution statement must be applied to atl documents that contain SSI. This statement
should be written or stamped in plain bold type, Times New Roman and a font size of § or an
cquivalent style and font sizc.

Any documents referencing Security Sensitive Information as defined in 49 CFR Part 1520 must
contain the following distribution limitation statement:

“WARNING: This document contains SSI controfled under 49 CFR Part 1520. No part of this document
may be released without the written permission of the Secrerary of the Transportation Security
Administration (TSA), Arlington, VA. Unauthorized release may result in civil penalty (5 US.C 552)."
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In addition (o Section D.2 of thc EAGLE contract, all deliverables submitted shall clearly
indicate:

(1} Work Order Number
(2) Work Package Title where appropriale

D.4 Sensitive Information Handling

The Contractor shall protect DHS sensitive information and all Government provided and
contractor-owned IT syslems used to store or process DHS sensitive information. The
Contractor shall adhere to the following requirements for handling sensitive information:

(a) Media Protection. The Contractor shall ensure that all hardcopy and
electronic media (including backup and removable media) that contain DHS sensitive
information are appropriately marked and secured when not in use. Any sensitive
information stored on media to be surplused, transferred to another individual, or returned
to the manufacturer shall be purged from the media before disposal. Disposal shall be
performed using DHS approved sanitization methods. The Contractor shall cstablish and
implement procedures to cnsurc scnsitive information cannot be accessed or stolen. These
procedures shall address the handling and protection of paper and elecironic oulputs from
systems (computers, printers, faxes, copiers) and the transportation and mailing of
scnsitive media, (See TSA 1400.3, Chapter 3, Section {9 - Information Classification,
Control and Disclosure)

(b) Access Contyrol. The Coniractor shall control user access to DHS sensitive
information based on positive user identification and authentication mechanisms. Access
conirol measures employed shall provide protection from unauthorized alteration, loss,
unavailability, or disclosure of information. The Contractor shall ensure its personnel] are
granted the most restrictive set of access privileges needed for performance of authorized
tasks. The Coniractor shall divide and separate duties and responsibilitics of critical IT
functions to diffcrent individuals so that no individual has all necessary authority or
systems access privileges needed to disrupt or corrupt a critical process. (See TSA 1400.3,
Chapter 4, Sections 2 — Network Access Control, and 3 — Remote Access)

(c¢) Auditing, The Contractor shall ensure that its contractor-owned 1T systems
used to store or process DHS sensitive information maintain an audit trail sufficient to
reconstruct security relevant events. Audit trails shall include the identity of each person
and device accessing or attempting to access the system, the time and date of the access
and the log-off time, activities that might modify, bypass, or ncgate sceurity safeguards,
and sccurity-reicvant actions associated with processing. The Contractor shall
periodically review audit logs and ensure that audit trails are protected from modification,
authorized access, or destruction and are retained and regularly backed up. (See TSA
1400.3, Chapter 4, Sections 10 - - Security Audit Trails)

{d) Network Security. The Contractor shall monitor its nctworks for sccurity
events and employ intrusion detection systems capable of detecting inappropriate,
incorrect, or malicious activity. Any interconnections between contractor-owned IT
systems that process or store DHS sensitive information and IT systems not controlled by
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DHS shatl be established through controlled interfaces and documented through formal
intcrconnection security agreements. The Contractor shall employ boundary protection
devices to enforce access control between networks, including Internet and extranet
access, The Contractor shall ensure its email systems are sccure, properly configured, and
that network protection mechanisms implemented. The Contractor shatl conduct periodic
vulnerability assessments and tests on its IT systems containing DHS sensitive
information to identify sceurity vulnerabilities. (See TSA 1400.3, Chapter 4, Sections 5 —
Wide Area Network (WAN) Security, and 6 ~ Local Arca Network (LAN) Security)

(e) Rules of Behavior. The Contractor shall develop and enforce Rules of
Behavior for contractor-owned 1T systems that process or store DHS sensitive
information. (See TSA 1400.3, Chapter 3, Section 3 - Privacy and Acceptable Use
Agreement)

(f) The Contractor shall adhere to the policy and guidance contained in DHS
MD4300.Pub, Volume 11, Part A, /T Security Program Handbook for Sensitive Systems in
the implementation of this clause; as well as the TSA MD 1400.3 Pub Information
Technology Security Manual, in above cited Scctions within Chapters 2-4.

{g) All individuals that will have access to SSI under this Contract shall obtain a
Non-Disclosurc Agrcement from the Conlracting Officer.

Sourees:

o DHS MD4300.Pub, Volume I, Part A, Policy Guide for Sensitive Systems, para
3.2, Contractors and Outsourced Operations (2™ and 3' policy statements)

e TSA MD 1400.3 Inforration Technology Sccurity Manual

D.5 Export-Sensitive Document Marking

The contractor and TSA will cach mark export sensitive documents that it disclases to the other
parting using the following legend:

“This document contains export sensitive information. The recipient of this information is responsible
Jor complying with all export rules of the United States Government prior to releasing or disclosing this
information to nonimmigrant aliens.”

D.6 Equipment Removal

All Contractor-owned equipment, accessories, and devices located on Government property
shall be dismantled and removed [rom Government premises by the Coniractor, at the Contractor’s
expense, within 90 calendar days after task order expiration, or as mutually agrced by the Government
and the Coniractor. Exceptions to this requirement shall be mutually agreed upon and written notice
issued by the TO Contracting Officcr. Specific requirements will be addressed in individual work
arders.
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Section F. — Inspection and Acceptance

E.1 Inspection and Acceptance

All Inspection and Acceptance shall be in accordance with Section E of the EAGLE contract
unless otherwise specified in individual Work Orders,

E.2 Sub-contract Flow-down

The.Contractor shall hold all subcontractoss to the same standards of performance as required for
the Contractor’s performance under this fask order,

Section F — Deliveries or Performance

F.1  Deliverics or Performance

In addition to EAGLE Section I¥, Dcliverics ot Performance, the following terms and conditions
arc in Tult force and effect:

F.2 Task Order Term

The term of this Task Order is a basc period of one year from the date of task order and four
option periods of one year each, beginning from the end of the base period.
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F.3 Period of Performance

Specific work ilems under this Task Order may required petiods of performance of shorter
duration than the overall Task Order term identified in item F.2 above. Such periods of
performance will be specified in each individual Work Order as applicable. In the event that an
order requires performance that extends beyond the current Task Order term, the contractor shall
be required to complete performance within the schedule set forth in the Task Order, provided
such period does not extend beyond 180 days after expiration of the Task Order.

F.4 Deliverable Shipping

All deliverables required under each Work Order shall be shipped FOB Destination to the
Government address identified in each Work Order.

F.5 Transmittal Letter(s)

A copy of the transmittal letter forwarding deliverables ta the specificd destinations shall be
identified by the specified Contract number,

F.6  Submission of Reports

The following reports are required to be delivered under this Task Order in accordance with the
schedules stated and to the addresses provided for the Contracting Officer and COTR:

Specific Reports
Specific reports may be identified as required.
Subecontracting Plan Reporting Compliance

The vendor shall comply with Section F.11 — Subcontracting Plan Rcports, of the
EAGLE contract.
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F.7  Assct Management

All assets in the posscssion of the Contractor must be maintained in good condition and returned
to the Government in the same condiiion as when issued; while in the Contractor’s possession,
the Contractor shall maintain appropriate accountability of assets.

F.8 Delivery of Data

Data shall be delivered in digital format as specified in Work Order, Data shall be addressed to
the designated Coniracting Officer’s Technical Representative (COTR).
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Section GG - Contract Administration Data

In addition to Section G — Contract Administration Data, of the EAGLE coniract, the following
terms and conditions are in full force and effect.

G.1  Accounting and Appropriation Data

Accounting and appropriation data for obligations undet this T'ask Ordcr is stated in (he CILN
funding portion of the Task Order.

G.2  Authority of Contracting Officials

The authority of the Contracting Officer, Contract Spceialist, Contracting Officer’s Technical
Representative and Contractor’s Project Manager are as follows:

Contract Reguirement Modification

The contracting officer is the only person authorized to make or approve any changes in
any of the requirements of this T'ask Order. Notwithstanding any clauses contained
cisewhere in this Task Order or EAGLE Contract, the said authority remains solely with
the contracting officer. Any changes made by the contractor at the direction of any
persornt ather than the contracting officer will be considered to have been made without
authority and no adjustment will be made in the order price to cover any increase in cost
incurred as a result of the changc.

Delegation of Confract Administration Authority

The contracting officer may designate, in writing, representatives to perform functions
required (o administer this contract, however, any implied or expressed actions taken by
those representatives must be within the limits cited within the contracting oflicer’s
written designations. If any individual alteges to be a representative of the contracting
officer and the contractor has not received a copy of the document designating that
representative’s authority, the contractor shall refrain from acting upon the
representative’s requirements and immediately contact the contracting officer to obtain a
copy of the document designating that individual as a representative of the coniracting
officer.

Contracting Officer’s Technical Representative

The Contracting Officer’s Technical Representative (COTR) for this Task Order is:

(b6}

The COTR will represent the contracting officer in the administration of technical details
within the scope of this contract. The COTR is also responsible for the final inspection
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G.3

and acceptance of all dcliverables, and such other responsibilities as may be specified in
the Work Order. The COTR is not otherwise authorized to make any representations or
commitments of any kind on behalf of the contracting officer or the Government. The
CO'I'R docs not have authority to alter the contractor’s obligations or to change the
contract specifications, price, terms or conditions. 1f, as a result of technical discussions,
it is desirable to modify contract ebligations or the statement of work, changes will be
issued in writing and signed by the contracting officer. The Government may change the
COTR assignment al any time without prior notice to the contractor. The contractor will
be notified of the change.

Program Manager

The contractor’s designated Program Manager for this Task Order is:

(b6}

The Contractor shall provide a Program Manager for this Task Order that has the
authority to make any no-cost contract technical, hiring and dismissal decisions, or
special arrangement regarding (his contract, The Program Manager shall be responsible
for the overall management and coordination of this Task Order and shall act as the
central point of contact with the Government. The Program Manager shall have fuil
authority to act for the Contractor in the performance of the required services., The
Program Manager, or a designated represeniative, shall meet with the COTR (o discuss
problem areas as they occur.

Payment Schedule

A payment schedule will be specified in each Work Order.

G.4

Travel And Per Diem

The Contractor shall be reimbursed for travel costs associated with the perfermance of orders as
follows:

¢ Travel subsistence reimbursements will be authorized under the rates and conditions

under the Federal Travel Regulations.

Per diem will be reimbursed, at actual costs, not to exceed, the per diem rates set forth in
the Federal ‘I'tavel Regulations prescribed by General Services Administration and when
applicable, Standardized Regulations Section 925 — Maximum Travel Per Diem
Allowances for Foreign Arcas — prescribed by the Department of State.

Travel of more than 10 hours, but less than 24 hours, when no lodging is required, per
dicm shall be one-haif of the Meals and Incidental Expenses (M&IE) rate applicable to
the locations of temporary duty assignment. If more than one temporary duty point is
involved, the allowance of one-half of the M&IE rate is prescribed for the location where
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the majority of the time is spent performing official business. The per diem allowance
shall not be allowed when the period of official travel is 10 hours or less during the same
calendar day.

Airfare costs in excess of the lowest rate available, offcred during normal business hours
are not reimbutsable,

All reimbursable Contractor travel shall be authorized through the issuance of a task
order exceuted by the Contract Officer,

Local travel costs will not be reimbursed. Local travel is defined as travel within a 50
mile radius of the contractor’s primary work location.

Government Furnished Equipment / Facilities / Workspace

If stated in the individual Work Order, sufficient workspace and facilities will be provided by
TSA for the contractor’s team and will include office furniture, telephones, networking, analog
lines, computers, laptops, printers, and facsimile and copier machines. The Contractor shall use
the Governiment Fusnished Workspace and cquipment only in conncction with this Task Order.

G.6  Submission Of Invoices (Feb 20006)

Invoicing for Deliverables

The Contractor may not invoice the Government for deliverables until they have been
formally accepted by the Governient and such acceptance has been documented as
evidenced by the COTR’s signature.

U. 8. Coast Guard Finance Center

The Transportation Security Administration (TSA) partners with the United States Coast
Guard Finance Center for financial scrvices in support of TSA opcrations, including the

payment of contractor invoices. Therefore, all contractor invoices must be submitted to,
and will be paid by, the 118, Coast Guard Finance Center (FinCeit),

Method

Invoiccs may be submitted via U.S. Malil, ¢lectronic mail, or facsimile. Contractors shall
utilize ONLY ONE method per invoice submission. The submission information for each
ol the three methods is as follows:

(1) U.S. Mail:
United States Coast Guard Finance Center
TSA Commercial Invoices
P.O. Box 4111
Chesapeake, VA 23327-4111

(2) Flectronic Mail:
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G.7

TSAinvoices@fincen.useg.mil

(3) Facsimile:
757-413-7314.
Facsimile submissions should be addressed to TSA Tnvoices.

The electronic mail address and facsimile nunber listed above shall be used by
contractors for ORIGINAL invoice submission only. If either electronic mail or
facsimile submission is utilized, contractors shall not submit hard copics of invoices via
the 1J.S. mail. It is the responsibility of the contractor to verify that invoices are received,
regardless of the methed of submission used. Contractors may inquire regarding the
receipt of invoices by contacting the U.S. Coast Guard Finance Center via the methods
listed in “Payment Status™ subparagraph of this clause.

Inveice Approval

Upon receipt of contractor invoices, FinCen will electronically route invoices to the
appropriatc TSA Contracting Officer’s Technical Representalive and/or Contracting
Officer for review and approval. Upon approval, the TSA Contracting Officer will
electronically route the invoices back to FinCen. Upon receipt of approved invoices from
a TSA Contracting Officer, and the subsequent certification by an Authorized Centitying
Official, FinCen will initiate payment of the invoices.

Payment Status:

Coniractors may inquire on the payment status of an invoice by any of the following
mcans:

+ Via the internet: hitps://www.fincen.uscg.milfsecure/PH_menu htm

¢ Contacting the FinCen Customer Service Section via telephone at (757) 523-6940
(Voice Option #1). The hours of operation for the Customer Service line are 8:00
AM to 5:00 PM Eastern Time, Monday through Friday. However, thc Customer
Service line has a voice-mail feature that is available 24 hours per day, 7 days per
week.,

¢ Viathe Payment Inguiry Form hitps:/www.fincen.uscg.mil/secure/payment.htm

Preparation Of Invoices
Required Information

Invoices shall include the information required in subparagraph (a)(2) of the Prompt
Payment Clause, contained in this Section of the Contract, including EFT banking
information, Taxpayer Identification Number (TIN), and DUNS number,
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Invoice Rejection

Invoices that [ail to provide the information required by the Prompt Payment Clausc may
be rejected by the Government and returned to the Contractor. Such rejection by the
Government does not entitle the Contractor to interest payments from the date of
submission of a rejected invoice. Interest payments apply only to proper invoices that are
tcceived by the Government,

Supplemental Invoice Documentation

Contractors shall submit all supplemental invoice documentation (e.g. copies of
subcontractor invoices, travel vouchers, ctc) nceessaty to approve an invoice along with
the original invoice. The Contractor invoice must contain the information stated in the
Prompt Payment Clausc in order to be received and processed by FinCen. Supplemental
invoice documentation required for review and approval of invoices may, at the written
direction of the Contracting Officer, be submitted directly to either the Contracting
Officer, or the Contracting Officer’s Technical Ropresentative.

G.8 Prompt Payment (FAR 52.232-25) (OCT 2008)

Notwithstanding any other payment clause in this contract, the Government will make invoice
payments under the terms and conditions specificd in this clause. The Government considers
payment as being made on the day a check is dated or the date of an electronic funds transfer
(EFT). Definitions of pertinent terms are set forth in sections 2.101, 32.001, and 32.902 of the

Federal Acquisition Regulation. All days referred to in this clause are calendar days, unless
otherwise specificd. (However, see paragraph (a)(4) of this clause concerning payments duc on
Saturdays, Sundays, and legal holidays.)

(a) Invoice payments—
(1) Due date.

(1) Except as indicated in paragraphs (a)(2) and {c) of this clause, the due date for making
invoice payments by the desighated payment office is the later of the following two
events:
(A) The 30th day aftcr the designated billing office receives a proper invoice from the
Contractor (except as provided in paragraph (a)(1)(ii) of this clausc).
(B) The 30th day after Government acceptance of supplies delivered ot services
performed. For a final invoice, when the payment amount is subject to contract
seitlement actions, acceptance ts deemed to occur on the effective date of the contract
settlement,
(i1} If the designated billing office fails to annotate the invoice with the actual dale of
receipt at the time of receipt, the invoice payment due date is the 30th day after the date
of the Contractor’s invoice, provided the designated bitling office receives a proper
invoice and there is no disagreement over quantity, quality, or Contractor compliance
with contract requircments.

(2) Certain food products and other payments.

30
HSTS03-09-J-CI10O632




(i) Due dates on Contractor invoices for meat, meat food products, or fish; perishable
agricultural commodities; and dairy products, edible fats or oils, and food products
prepared [rom cdible fats or oils are—
(A) For meat or meat food products, as defined in section 2(a)(3) of the Packers and
Stockyard Act of 1921 (7 U.S.C, 182(3)), and as further defined in Pub. L. 98-181,
including any edible fresh or frozen poultry meat, any perishable poultry mcat food
product, fresh eggs, and any perishable cgg product, as close as possible to, but not
later than, the 7th day after product delivery.,
(B) For fresh or frozen fish, as defined in section 204(3) of the Fish and Seafood
Promotion Act of 1986 (16 U,S.C. 4003(3)), as close as possible to, but not later than,
the 7th day after product delivery.
(C) For perishable agricultural commoditics, as defined in section 1(4) of the
Perishabic Agricultural Commodities Act of 1930 (7 U.S.C. 49%a(4)), as close as
~ possible to, but not later than, the 10th day after product delivery, unless another date
is specified in the contract.
(D) For dairy products, as defined in section 111(e) of the Dairy 'roduction
Stabilization Act of 1983 (7 U.S.C, 4502(e)), cdible fats or oils, and food products
prepared from cdible fats or oils, as close as possible to, but not later than, the 10th day
after the date on which a proper invoice has been received. Liquid milk, cheese, certain
processed cheese products, butter, yogurt, ice cream, mayonnaise, salad dressings, and
other similar products, fall within this classification. Nothing in the Act limits this
classification to refrigerated products. When questions arise regarding the proper
classification of a specific product, prevailing industry practices will be followed in
specifying a contract payment due date. The burden of proof that a classification of a
specific product is, in fact, prevailing industry practice is upon the Contractor making
the representation,
(it) If the contract does not require submission of an invoice for payment (e.g., periodic
lease payments), the due date will be as specified in the contract.
(3) Contractor's invoice. The Contractor shall prepare and submit invoices to the designated
billing office specified in the conifract, A proper invoice must include the items listed in
paragraphs (2)(3)(1) through (2)(3)(x) of this clause. If the invoice does not comply with these
requirements, the designated billing office will return it within 7 days after receipt (3 days for
meat, meat food products, or fish; 5 days for perishable agricultural commodities, dairy
praducts, edible fats or oils, and food products prepared from edible fais or oils), with the
reasons why it is not a proper invoice. The Government will take into account untimely
notification when computing any interest penalty owed the Coniractor.
(i) Name and address of the Contractor.
(ii) Invoice datc and invoice number. (The Contractor should date invoices as close as
possible to the date of the mailing or fransmission.)
(iii) Contract number or other authorization for supplies delivered or services performed
(including order number and contract line item number).
(iv) Description, quantity, unit of measure, unit price, and cxtended price of supplies
delivered or services performed.
(v) Shipping and payment terms (e.g., shipment number and datc of shipment, discount
for prompt payment terms), Bill of lading number and weight of shipment will be shown
for shipments on Government bills of lading.
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{vi) Name and address of Contractor official to whom payment is to be sent {must be the
same as that in the contract or in a propet notice of assigniment),
(vii) Name (where practicable), title, phone number, and mailing address of person to
notify in the cvent of a defective invoice,
(viii) Taxpayer Identification Number (TIN). The Contractor shall include its TIN on the
invoice only if required ¢lsewhere in this contract.
(ix) Electronic funds transfer (EFT) banking information.
(A) The Contractor shall include EFT banking information on the invoice only if
required elsewhere in this contract.
(B) If EIFT banking information is not required to be on the invoice, in order for the
invoice to be a proper invoice, the Contractor shall have submitted correct EFT
banking information in accordance with the applicable solicitation provision
{e.g., 52.232-38, Submission of Electronic Funds Transfer Information with Offer),
~contract clause (e.g., 52.232-33, Payment by Electronic Funds Transfer Central
Contractor Registration, or 52.232-34, Payment by Electronic Funds Transfer-Other
‘Than Central Contractor Registration), or applicable agency procedures.
(C) EFT banking information is not required if the Government waived the
requirement fo pay by EFT.
(x) Any other information or documentation required by the contract (e.g., evidence of
shipment).
(4) Interest penalty. The designated payment office will pay an interest penalty
automatically, without request from the Contractor, if payment is not made by the due date
and the conditions listed in paragraphs (a)(4)(i) through (a)(4)(ii1) of this clause are met, if
applicable, However, when the due date falls on a Saturday, Sunday, or legal holiday, the
designated payment office may make payment on the following working day without
incwrring a laic payment intcrest penalty,
(i) The designated billing office received a proper invoice.
(if) The Government processed a reeciving repott or other Governiment documentation
authorizing payment, and there was no disagreement over quantity, quality, or Contractor
compliance with any contract term or condition.
(iii) In the casc of a final invoice for any balance of funds due the Contractor for supplies
delivered or services performed, the amount was not subject to further contract seitlement
actions between the Government and the Contractor.
(5) Computing penalty amount. The Government will compute the interest penalty in
accordance with the Office of Management and Budget prompt payment rcgulations at
S CFR Part 1315,
(i) For the sole purpose of computing an interest penalty that might be due the Contractot,
Government acceptance is decmed to occur constructively on the 7th day (unless
otherwise specified in this contract) after the Contractor delivers the supplies or performs
the services in accordance with the terms and conditions of the contract, unless there is a
disagreement over quantity, quality, or Contractor compliance with a contract provision.
If actual acceptance occurs within the constructive acceptance period, the Government
will base the determination of an intercst penalty on the actual date of acceptauce. The
constructive acceptance requirement does not, however, compel Government officials to
accept supplies or services, perfort contract administration functions, or make payment
prior to fulfilling their responsibilities.
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(ii) The prompt payment regulations at 5 CFR 1315.10(c) do not require the Government
to pay inferest penaltics if payment delays are due to disagreement between the
Government and the Contractor over the paymenl amount or other issues involving
contract compliance, or on amounts temporarity withheld or retained in accordance with
the terms of the contract, The Government and the Contractor shall resolve claims
involving disputes and any interest that may be payable in accordance with the clause at
FAR 52.233-1, Disputces.

(6) Discounts for prompt payment. The designated payment officc will pay an interest
penalty automatically, withoul request from the Contractor, if the Government takes a
discount for prompt payment improperly. The Government will calculate the intcrest penalty
in accordance with the prompt payment regulations at 5 CFR Part 1315.

(7) Additional intercst penalty.

(i) The designated payment office will pay a penally amount, calculated in accordance
with the prompt payment regulations at 5 CFR Part 1315 in addition to the interest
penalty amount only if—
(A) The Government owes an interest penalty of $1 or more;
(B) The designatcd payment office does not pay the interest penalty within 10 days
after the date the invoice amount is paid; and
(C) The Contractor makes a written demand to the designated payment office for
additional penalty payment, in accordance with paragraph (a)(7)(ii) of this clause,
postmatked not later than 40 days after the invoice amount is paid.
(ii}(A) The Coniractor shall support written demands for additional penalty payments
with the following data. The Government will not request any additional data. The
Contractor shall—
(1) Specifically assert that late payment interest is due under a specific invoice, and
request payment of all overdue late payment interest penalty and such additional
penally as may be required;
(2) Attach a copy of the invoice on which the unpaid late payment interest is due;
and
(3) Statc that payment of the principal has been received, including the date of
receipt.
(B) If there is no postmark or the postmark is illegible—
(1) The designated payment office that receives the demand will annotate it with the
date of receipt, provided the demand is received on or before the 40th day after
payment was madc; or
(2) If the designated payment office fails to make the required annotation, the
Government will determine the demand’s validity based on the date the Contractor
has placed on the demand, provided such date is no later than the 40th day after
payment was made.
(iii) The additional penaliy does not apply to payments regutated by other Government
regulations (e.g., payments under utility contracts subject to tariffs and regulation).

(b) Contract financing paynient. If this contract provides for contract financing, the Government
will make contract financing payments in accordance with the applicable contract financing

clause.
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(c) Fast payment procedure due dates. If this contract contains the clause at 52.213-1, Fast
Paymenl Procedure, payments will be made within 15 days after the date of reccipt of the
invoice.

(d) Overpayments. If the Contractor bccomes aware of a duplicate contract financing or invoice
payment or that the Government has otherwise overpaid on a contract financing or invoice
payment, the Contractor shall—
(1) Remit the overpayment amount to the payment office cited in the coniract along with a
description of the overpayment including the—
(1) Circumstances of the overpayment (e.g., duplicate payment, etroneous payment,
liquidation errors, date(s) of overpayment);
(i) Affected contract number and delivery order number if applicable;
(iii) Affected contract line item or subline item, if applicable; and
(iv) Contractor point of confact.

(2) Provide a copy of the remittance and supporting documentation o the Coniracting
Officer.

Section H - Special Contract Requirements

In addition to Section H — Special Contracting Requirements, of the EAGLE contract, the
following terms and conditions are in [ull force and effect.

H.1  Section 508 Accessibility Compliance

Section 508 of the Rehabilitation Act (29 U.S.C. 794d), as amended by the Workforce
Investment Act of 1998 (P.L. 105-220), August 7, 1998, requires that when Federal agencies
develop, procure, maintain or use electronic and information technology, they must ensure that it
is accessible to people with disabilities. Federal employees and members of the public who have
disabilities must have access to and use of information and services that is comparable to the
access and use available to non-disabled Federal employees and members of the public.

All EIT deliverables within the work statement shall comply with the applicable technical and
functional performance criteria of Seclion 508 unless exempt. Specifically, the following
applicable standards have been identified:

¢+ 36 CFR 1194.21 — Software Applications and Operating Systems, applies to all EIT
software applications and opcrating systems procured or developed under this work
statement.

¢ 36 CFR 1194.22 — Web-basced Intranct and Intcrnet Information and Applications, applies
to all Web-based deliverables, including documentation and reports procured or
developed under this work statement. When any Web application uses a dynamic (non-
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static) interface, embeds custom uscr control{(s), embeds video or multimedia, uses
proprictary ot technical approaches such as Flash or Asynchronous JavaScript and XM,
(AJAX) then “1194.21 Software” standards apply to fulfill functional performance
criteria.

¢ 36 CFR 119423 - Telecommunications Products, applics to all telecommunications
products including cnd-user interfaces such as telephones and non end-user interfaces
such as switches, circuits, ete. that are procured, developed or used by the Federal
Government.

4 36 CFR 1194.24 — Video and Multimedia Products, applics to all video and multimedia
products that are procurced ot developed under this work statement. Any video or
multimedia presentation shall also comply with the soflwarc standards (1194.21) when
the presentation has user controls availabic.

+ 36 CFR 1194.31 — Functional Performance Criteria applies to all EI'1" deliverables
regardless of delivery method. All E[T deliverable shall use technical standards,
regardless of tcchnology, to fulfill the functional performance criteria.

¢ 36 CFR 1194.41 — Information Documentation and Support, applies to all documents,
reporls, as well as help and support services. To ensure that documents and reports fulfill
the required “1194.31 Functional Performance Criteria”, they shall comply with the
technical standard associated with Web-based Intranet and Internet Information and
Applications at a minimum. Exceptions for this work statement have been determined by
DHS. Only the exceptions described herein shall be applied. Any request for additional
exceplions shall be sent to the COTR and determination will be made in accordance with
DHS MD 4010.2.

DHS has identified the following exceplions that may be applied:

¢ 36 CFR 1194.2(b) — (COTS/GOTS products), When procuring a product, each ageney
shall procure products which comply with the provisions in this part when such products
are available in the commereial marketplace or when such products are developed in
response to a Government solicitation. Agencies cannot claim a product as a whole is not
commercially available because no product in the marketplace meets all the standards. [f
- products are commercially available that meet some but not all of the standards, the
agency must procure the product that best meels the standards.

When applying this standard, all procurements of EIT shall have documentation of market
research that identify a list of products or services that first meet the agency business needs, and
from that list of products or services, an analysis that the selected product met more of the
accessibility requirements than the non-selected products as required by FAR 39.2, Any selection
of a product or service that meets less accessibility standards due to a significant difficulty or
expense shall only be permitted under an undue burden claim and requires approval from the
DHS Office on Accessible Systems and Technology (OAST) in accordance with DHS MD
4010.2.

¢ 36 CFR 1194.3(b) — Incidental to Contract, all EI'l that is exclusively owned and used by
the contractor to fulfill this work statement does not require compliance with Seciion 508.
This exception does not apply to any EIT deliverable, service or item that will be used by
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any Federal employee(s) or member(s) of the public. This exception only applies to those
contractors assigned fo fulfill the obligations of this work statement and for the purposcs
of this requirement, are not considered members of the public.

H.2 Stop-Work Order

The Contracting Officer may, at any time, by writien order to the Contractor, require the
Contractor {0 stop all, or any part, of the work called for by this Task Order for a period of 90
days after the order is delivered to the Contraclor, and for any furiher period to which the parties
may agree. The order shall be specifically identified as a stop-wotk order issucd under this
clause. Upon reccipt of the order, the Contractor shall immediately comply with its terms and
take all reasonable steps to minimize the incurrence of costs allocable to the work covered by the
order during the period of work stoppage. Within a period of 90 days after a stop-work is
delivered to the Contractor, or within any cxtension of that period to which the parties shall have
agreed, the Contracting Officer shall either:

¢ Cancel the stop-work order; or

¢ Terminate the work covered by the order as provided in the Default, or the Termination
for Convenience of the Government, clause of this Task Order.

Canceling Stop Work Orders

If a stop-work order issued under this clause is canceled or (he period of the order or any
extension thereof expires, the Contractor shall resume work. The Contracting Officer shall
make an cquitable adjustment in the delivery schedule or Task Order price, or both, and the
Task Order shatl be modified, in writing, accordingly, if-

¢ The stop-work order results in an increase in the time required fot, or in the
Contractor's cost properly allacable to, the performance of any part of this Task
Order; and

¢ The Contractor asserts its right to the adjustment within 30 days after the end of the
period of work stoppage; provided that, if the Contracting Officer decides the facts
justify the action, the Contracting Oflicer may receive and act upon the claim
submitted at any time before final payment under this T'ask Order.

Coanvenicence of the Governmient

If a stop-work order is not canceled and the work covered by the order is terminated for the
convenicnee of the Government, the Coniracting Officer shall allow reasonable costs
resulting from the stop-work order in arriving at the termination scttlement.

Default

If a stop-work order is not canceled and the work covered by the order is terminated for
deflault, the Contracting Officer shall allow, by equitable adjustment or otherwise, reasonable
costs resulting from the stop-work order.
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H.3 Contractor Personnel Suitability Requirements

During performance of this Task Order, the contractor and/or subcontractor(s) will immediately
notify the Contracting Officer in the event a contractor or subcontractor employee is atrested
(detained by law cnforcement for any offenses, other than minor traffic offenses) or is involved
in theft of government property or the contractor or subconiractor becomes aware of any
information that may raise a qucstion about the suitability of a contractor employee.

H.4 Avoidance of Personal Services

The Government shall not supervise contractor employees. The contractor shall determine work
schedules and work methodology for its ecmployces,

Prohibition on Personal Services

No personal services shall be performed under this Task Order. No Coniractor employee
will be directly supervised by the Government. All individual employcc assignments,
and daily work direction, shall be given by the applicable employee supervisor. If the
Contractor belicves any Government action or communication has been given that would
creafe a personal services relationship between the Government and any Contractor
employee, the Contractor shall promptly notify the Contracting Officer of this
cominunication or action.

Performance of Inherently Governmental Funetions

The Contractor shall not perform any inherently governmental functions undcr this Task
Order. No Contractor employee shall hold him or herself out to be a Government
employec, agent, or representative. No Contractor employee shall siale orally or in
writing at any time that he or she is acting on behalf of thc Government, In all
communications with third partics in connection with this contract, Contractor employees
shal} identify themselves as Contractor employees and specify the name of the company
for which they work. In all communications with other Government Contractors in
connection with this contract, the Contractor employee shall state that they have no
authority to in any way change the contract and that if the other Contractor believes this
communicaiion to be a dircction to change their Task Order, they should notify the
Contracting Officer for that contract and not carry out the divection untii a clarification
has been issued by the Contracting Officer.

H.5 Government Rights

Nothing in this clause shall limit the Government's rights in any way under any other provision
of the Task Order, including those relaied (o the Government's right to inspect and accept the
services to be performed under this Task Order.
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H.6 Release of Information

The contractor and subcontractors may NO'I' rcleasc fo the public or other Government agencies
any information developed under or pertaining to this Task Order or subcontracts without the
approval of the Contracting Officcr. This information includes press releases, promotional

literature, price lists, and deliverables.

H.7 Key Personnel

The contractor shall use the key personnel set forth in its offex, upon which award of this Task
Order shall be based, for performance of the effort set forth under the Task Order. In the event
that one or more of the personncel are not availabie, or become unavailable, the contractor shall

furnish substitute personnel of equal skills, which substitutions shall be subject to approval of the

contracting officer.

Key personncl for this Task Order shall be the individuals performing the requirements of the

positions listed in the Key Personnel table in Section C, Subsection C.6.1 of the Task Order, The

specific names of the individuals performing these Key Personnel positions ate also identified in
the table below, In addition, any pcrsonncl proposcd by the coniractor to perform classified
requirements for the Task Order (see Section, Item H.19) shall be designated as Key Personnel,
and arc subject fo the approval requirements of this clause [1.9.

Divectorate

“Key Position Deseription =~ "

.| TSALabor:Category

BA Program Manager Project Manager /
BA Deputy Program Manager Project Manager /
BA Enterprisc Architect Systems Architect/ ||
Project Mgr or IT Sec
4 | 3213 ITSEC Security Program Manager Spec (8)/
K-
5 1 C32.13 ITSEC Senior Security SME IT Security Spec (8)
K-
6 {C3213 ITSEC Senior Security SME IT Security Spee (S)
K-
_____ 7 1C32.13 [TSEC Sentor Security SME IT Security Spec (8)
K- Security Transition Project
[ 8 | C33 | ITSEC Manager IT Security Spee (5)
Systems OPNS Mgr or
K- Systems Eng (8) Possible
9 (C4l6e OFE HQ Customer Service Manager | switch
K- Regional CSM: North East Systems OPNS Mgr or
10 [ C4.2.3 C4.18 GE Region Systems Eng (8)
K- Regional CSM: North East Systems OPNS Mgr or
11 | C42.3 C4.18 OE Region Systems Eng (8)
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K- Regional CSM: South East Systems OPNS Mgr or
12 | CA423 C4.18 OE Region Systems Eng (8)
K- Regional CSM: South East Systeins OPNS Mgr or
13 [C423 C4.18 OB Region Systems Eng (8)
K- Regional CSM: North Central Systems QOPNS Mgr or
i4 | C4.23 C4.18 QE Region Systems Eng (8) )
K- Regional CSM: North Central Systems OPNS Mgr or
15 C4.23 CA4.18 OE Region Systems Eng (8)
K- Regional CSM: South Central Systems OPNS Mgr or
16 { C423 C4.18 OE Region Systems Eng (8)
K- Regional CSM: South Central Systems OPNS Mgr or
17 [ C423 C4.18 OE Region Systems Eng (8)
K- Systemis OPNS Mgr or
18 | C.4.23 C4.18 OE Regional CSM: Western Region | Systems Eng (8)
K- Systems OPNS Mgr or
19 ] C423 C4.18 OB Regional CSM: Western Region Systems Eng (8)
K- Freedom Center Support Systems OPNS Megr or
201 C423 C4.18 OE | Manager Systems Eng {8)
K= | C4.14.1 Systems OPNS Mgr or
21 1 C4.18 OE LMR Resource Manager Systems Eng (S)
K- Systems OPNS Mgr ar
22 | C4.14.1C4.18 OE LMR Resource Manager Systems Eng (8)
K- IT Rapid Response Program Systems OPNS Mgy or
231 C4.16 CA4.138 OF Manager (Optional) Systems Eng (S)
Project Mgr or Systems
K- Solutions Delivery Program OPNS Magr or Systems
24 L C53 SD Manager ENG(8)
K- Overall Operations and Systems OPNS Mgr or
25 | C53 SD Maintenance Manager Systems Eng (S)
Group Manager for
K- Wintel/Microsoff (or Systems Systems OFNS Mgr or
20 | C353 SsD Manager) Systems Eng (S)
Manager Wintel/Microsoft-
K- systems and environments Systems OPNS Mgr ar
27 | C53 SD (Operations) Systems Eng (8)
Manager Wintel/Microsoft-
K- systems and environmenfs Systems OPNS Mgr or
28 | C.53 SD (Engineering) Systems Eng (8)
Database MGT Spec (8)
K- Manager Data Management/ or Systems OPNS Mgr or.
29 [ C53 | SAN, Backup and restoration Systems Eng (8)
APPS ENG (S) or Systems
M- Group Manager for UNIX- OPNS MGR or Systems
30 ;5.3 8D based Applications ENG - i
APPS ENG (8) or Systems
OPNS MGR or Systems
ENG or Database MGT
Senier Technical Staff Cisco Spec (S) or Hardware
K- Eng Tech (8) IT Security
31 {532 Sb (Senior Level Technical Staff) SPEC (S)
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APPS ENG (8) or Systems
OPNS MGR or Systems
ENG or Datahase MGT
Spee (8) or Hardware

K- Senior Technical Staff SAN Eng | Tech (8) IT Security
321533 SD (Senior Level Technical Staff) SPEC(8)
: APPS ENG (8) or Systems

OPNS MGR or Systems
ENG or Database MGT
Spec (S) or Hardware

K- Sr Server Engineer (UNEX) Tech (8) IT Security

33 {534 SD (Sentor Level Technical Staff ) SPEC (8)
APPS ENG (S) or Systenis
OPNS MGR or Systenis
ENG or Database MGT
Spee (S) or Hardware

K- St Oracle Engincer (Senior Tech (8) IT Sceurity

34 15335 SD Level Technical Staff) SPEC(S)
APPS ENG (8) or Systems
OPNS MGR or Systems
ENG or Database MGT
Spec (S) or Hardware

K- Sr Microsoft Engineer Tech (8) IT Security

351536 8D I (Senior Level Technicai Stalf) SPEC (8)

K-| C53 Senior Networks Operations

36 | C5.6 SD Manager (NOC MGR) Comms/Network Mgr /

K- Critical Incident Command Systems OPNS Mgr or

37 [C53 SD Manager Systems Eng (S)

K- Data Center Manager

38 | C53 SD {Optional) Database MGT Spec (S)

K- | C53

3|1 C56 SD Scnior Network Engincer Systems Eugineer (8)

K- | C53

40 | C.5.6 SD Senior VoIP Enginecr Comms/Network Engineer

K- | C53 TS8A Operations Manager

41 | C.5.6 SD (NMC/TOQC/CIC) Systems OPNS Mgr

[f applicable, Kcy personnel will also be identified at the Work Order level with the same

substitution requirements as outlined herein.

Substifution of Kcy Personncl

The contractor shall assign to the Task Order those persons whose resumes were

‘su_bmilted with its offer who are nceessary to fill the requirements of the Task Order and
orders there under. No substitutions shall be made except in accordance with this clause.

Request for Substitutions

The contractor shall not allow personnel substitutions during the Task Order performance
period unless the contractor promptly notifics the Contracting Officer, with a copy to the
COTR and provides the information required by this section. All proposed substitutions
must be submitted, in writing, at least fifteen (15) working days in advancc of the
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proposed substitutions to the Contracting Officer, and provide the information required in
this section.

All requests for subslitutions must include a detailed explanation of the circumstances
necessitating the proposed substitutions, a complete resume for the proposed substitute,
and any other information requested by the Contracting Officer needed to approve or
disapprove the proposcd substitution. All proposed substitutions must have qualifications
that are equal to or higher than the qualifications of the person(s) to be replaced. The
Contracting Officer or an authorized representative will evaluate such requesis and
promptly notify the contractor of approval or disapproval within 10 business days of
receipt of the substitution request.

H.8 Interrclationship of Associate Contractors

The TSA may cnicr into contractual agreements with other Contractors (i.¢., “Associate
Contractors”) in order to provide information technology requirements separate from the work to
be performed under this Task Order, yet having links and interfaces to this Task Order, The
Contractor may be required to coordinate with other such Contractor(s) through the cognizant
Contracting Officer and/or designaled represcntative in providing suitable, non-conflicting
technical and/or management interfaces and in avoidance of duplication ol effort, Information
on deliverables provided under separate contracts may, ai the discretion of the TSA and/or other
Government agencies, be provided to such other Contractor(s) for the purpose of such work.

Where the Contractor and an associatc Contractor fail to agree upon action to be taken in
conncction with their respective responsibilities, each Contractor shall promptly bring the
matters to the attention of the cognizant Contracting Officer and furnish the Contractor’s
recommendations for a solution, The Contractor shall not be relieved of its obligations to make
timely deliveries or be entitled to any other adjustment because of failure of the Contractor and
its associate to promptly refer matters to the Contracting Officer or because of failure to
implement Contracting Officer dirvections.

Where the Contractor and Associate Contractors are required to collaborate to deliver a service;
the Government will designate, in writing and prior to the definition of the task, to both
Contractors, a “lcad Contractor” for the project. Tn these cases the Associate Contractors shall
also be contractually required to coordinate and collaborate with the Contractor, TSA will
facilitate the mutual exceution of Non-Disclosure Agreements.

Compliance with this Special Contract Requirement is included in the Task Order price and shall
not be a basis for equitable adjustment.

H.9 Notification of Required Insurance

Before commencing work under this Task Order, the Contractor shall notify the Contracting
Officer in writing that the required insurance has been oblained. The policics cvidencing required
insurance shall contain an cndorscment to the effect that any cancellation or any material change
adversely affecting the Government's interest shall not be effective:
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¢ For such period as the laws of the State in which this Task Order is to be performed
prescribe; or

4 Until 30 days after the insurcr or the Contractor gives written notice to the Contracting
Officer, whichever period is longer.

Subcontractor Insurance Clause Requirement

The Contractor shall insert the subslance of this clause, including this paragraph, in
subcontracts under this Task Order that require work on a Government installation and shall
require subcontractors to provide and maintain the insurance required above. The Contractor
shall maintain a copy of all subcontractors' proofs of required insurance, and shall make
copics available (o the Contracting Officer upon request.

H.10 Organizational Conflicts of Intcrest (OCI)
Policy

It is the Transportation Security Administration (TSA) policy to award Task Orders to
only those Offerors whose objectivity is not impaired because of any rclated past,
present, or planned interest, financial or otherwise, in organizations regulated by TSA or
in organizations whose interests may be substantially affected by Agency activities.

Post-Award OCI Disclosure

The Contractor agrees that if an actual or potential OCI is discovered during performance
of the Task Order, the Coniractor shall make a full disclosure in writing to the
Contracting Officer. This disclosure shall includc a mitigation plan describing actions
the Contractor has taken or proposes to take to avoid, mitigate, or neutralize the actual or
potential conflict. Changes in the Contractor’s relationships due to mergers,
consolidations or any unanticipated circumstauces may create an unacceptable
organizational conflict of interest which may necessitate such disclosure, The TSA
reserves the right to review and audit OCI mitigation plans as needed, and {o reject
mitigation plans if the OCI, in the judgment of the Contracting Officer cannot be avoided,
or mitigated.

Termination for OCIL

The Contracting Officer may terminate this Task Order for convenience, in whole or in
part, if the Contracting Officer deems such termination necessary to avoid an OCL If the
Contractor was awarc of a potential OCI prior o award or discovered an actual or
potential conflict after award and did not disclose or misrepresented relevant information
to the Contracting Officer, the Government may terminate the Task Order for default,
debar the Contractor from Government contracting, or pursuc such other remedies as may
be permitted by law or this Task Order.

The Contractor further agrees to insert provisions which shall conform substantially to
the language of this clausc in any subcontract or consultant agreement hereunder,
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H.11 Security Requirements

The Contractor shall include the substance of this clause in all subcontracts at any tier where the
subcontractor may have access to Government facilities, sensitive informalion, or resources.

Restrictions Upon Disclosure

The Contractor agrees to keep all information it gathers or analyzes, or information
the Government in the course of this Task Order furnishes, in the strictest of
confidence, said information being the sole property of the Government. The
Contractor also agrees that Governmeni-provided information marked "For
Official Use Only,” "Confidential,” or “Proprietary" must also be similarly
protected and shall take all reasonable measures necessary to prohibit access to
such information by any such person other than thosc Contractor employees
necding such information to perform the work, i.e., on a need-to-know basis.

(a) The Contractor shall immediately notify the Contracting Officer in the
event it determines or has reason to suspect a breach of this requirement.

(b) The Contractor shall require that all employees and consultants who are
given aceess to such information sign a confidentiality and non-disclosurc
statement agreeing to safeguard the confidentiality of all such information
gathered or provided to them hereunder as an integral condition of their
employment.

(¢) Upon the Government’s request, the Contractor shall provide the
Contracting Officer with plans and procedutes to chsure the confidentiality and
physical security of information gathered or provided hereunder.

(d) The Contractor may “gather and analyze” information that is not
furnished or owned by the Government. Such information will not be subjcct to
the restrictions in this clause,

Confidentiality of Data and Information

() In the performance of this Task Order, the Contractor, its consultants
and or subcontractors, may need access to information in the Government’s
possession which is encumbered with restrictions on the Government’s rights to
use or disclose, or that might preclude dissemination or use other than in the
performance of this Task Order. By reason of the foregoing, the Contractor agrees
that any employec, subcontractor or consultant if uses shall comply with ail
restrictive legends or markings on data, software, or information it uses, and
further agrees not to:

(1) Knowingly disclose such data or information to others
without prior written authorization from the Contracting Officer, unless that data
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or information has otherwise become available to the public through no action or
fault of the Contractor; and

(2) Use for any purpose other than the performance of this
Task Order data bearing a restrictive marking or legend, unless such information
or data has otherwise fallen into public domain through no action or fault of the
Contractor.

(3) If work required to be performed under this Task Order requires
access to proprietary data of other companies, the Contractor shall use its best
eflorts {0 obtain an agreement from such other companies {or such usc unless such
data is provided or made available to the Contractor by the Government. Two
copies of any such company-to-company agreements so entered into shall be
farnished promptly to the Contracting Officer, Company-to-Company agreements
shall prescribe the scope of authorized use of disclosure, and other terms and
conditions agreed upon between the parties.

) ‘The Contractor agrees to make employees aware of the
requirement to maintain confidentiality of data and information and the necessity
lo refrain from divulging either proprictary data of other companics or data
obtained from the Government to unauthorized persons.

(5) The Contractor agrees to obtain from each employee connected
with this Task Order, a written agrcement that the cmployee will not during his/her
employment by the Contractor or thereafter, disclose to others or use for his/her

own benefit or the future benefit of any individual, any {rade secrets, confidential '-

information or proprietary/restricted data (to include Government "For Official
Use Only") received in connection with the work under this Task Order.

(6) The Contractor agrees to include the substance of this provision in
all subcontracts awarded under this Task Order, excepl to the extent that:

(i) The Contractor considers the application of the prohibilion of
this provision to be inappropriatc and unnccessary in the case of a particular
subcantract.

(i) The subcontractor provides a written statement affirming
absolute unwillingness to perform absent some relief from the substance of this
prohibition; or

(iii)  If the Conlractor encounters the situation described in 6.1 and
ii, the Contractor agrees to provide the Contracting officer written notice of the
circumstances within ten working days of being notified by the subconiractor’s
unwillingness to perform. ‘The Contractor agrees not to use any subcontractor so
expressing unwillingness to perform absent any relief from the requirements of
this section, unless use of an alternatc subcontract source would unreasonably
detract from the quality of the effott,
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General Sensitive Information Requirements

(a) Effort to be performed by this Task Order may require access and
protection of sensitive information and data. The Contractor shall ensure that all
appropriate security and proteciion actions arc taken, including providing cleared
personnel and procedures, as required, and consistent with the TSA sceurity
requirements.

(b) The Contractor shall comply with the following TSA Management
Directives and any updates, as applicable:

1. TSA Management Directive No. 2800.3, “Control of Secure
Terminal Equipment (STE) Telephones.

2. TSA Management Directive No. 2800.31, “Control of Integrated
Services Telephone (IST) Telephones.”

3. TSA Management Directive No. 2800.5, “Foreign Travel Bricfing

: and Contact Reporting Requirements,”

4, TSA Management Dircctive No, 2800.8, “Information Securily
(INFOSEC) Program.”

Security Policies and Directives

The Contractor is required to comply with all Government sccurity law, policies,
directives, and procedures including, but not limited to:

Federal Information Security Management Act (FISMA)
NIST Series 800

*
+
¢ Security-rciated DHS and TSA Management Divectives
.

System-specific security requirements

¢ Application-specific security requirements

Vendors will be responsible for identifying, evaluating, and proposing approprialely
qualified stalf for their respective work packages.

The TSA information security policy is an operational implementation and extension of
the DHS Sensitive Systems Policy Directive 4300A, Version 5, March 1, 2007. DIIS
4300A provides general policy in a wide variety of areas and provides guidance to DHS
Organizational Elements (OEs) for the establishment of opcrational policy within the
OEs. DHS 4300A takes precedence in instances where there is conflict between it and
TSA MD 1400.3 that is not otherwise resolved by TSA MD 1400.3, Attachment 1,
Security Policy — DIIS Bridge. Note that the T'SA MD 1400.3 addresses additional
details relating to security policies, personnel security, data encryption, and more.

The Homeland Security Acquisition Regulations (IISAR) serves as a supplement to the
Federal Acquisition Regulations (FAR). The OCIG/OCISO/IT Security Office currently
complics with FAR and ISAR relaied statements, to include “Contractor Employcec
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Access”. In addition to the above referenced HSAR document, the "TSA MD 2800.71 -
Pre-craployment Investigation Standard for T'SA Employees and Contractors” document
also references and addresscs:

SSI
FOUO
Sensitive Information

Information Technology Resources,

* * &+ > &

Background checks/analysis and administrative pracesses together with CQ,
COTR and CSO,

¢ Sensitive information training, compuler access agreement (CAA) and security |
orientation briefing (are performed by the IT Scewity's Security Awareness, |
Training and Education Program) for prime or subcontractors,

+ Employce Non-Disclosure Agreement (NDA) which is kept on file at IT Secutrity,
and

¢ Specific site/building/floor access (as arranged by the COTR and Training
Coordinator).

DHS MD 11042 (date 5/11/04), Safeguarding Sensitive But Unclassified (FOUOQ)
Information and 49 Codc of Federal Regulations Part 1520.5, addresses HSAR-related
information for which the OCISO is in compliant as well. The TSA FISMA dashboard
scores (Green) and the judgment of the DHS Inspector Genetal attest to our compliance
with Public Law and appropriatc Executive Orders

HSAR - 3052.204-71 Contractor Employee Access (June 2006) and Alternate I (Junc
2006) Requirements. To reemphasize, the below referenced requirements can be found
on pages, 2-2, 4-1 & 4-2, 52-1, 52-3, 52-4, 52-5, 52-6 and 52-7 of thc HSAR. As
indicated, the OCIO/OCISO/IT Security is in total compliance to this requirement.

Privacy or Security Safeguards

(a) The Contractor shall not publish or disclose in any manner, without the
Contracting Officer's written consent, the details of any safeguards either designed
or developed by the Contractor under this Task Order or otherwise provided by the
Government,

{b) To the extent required to carry out a program of inspection to
safeguard against threats and hazards o the security, integrity, and confidentiality
of Government data, the Contractor shall afford the Government access to the
Contraclor's facilities, installations, technical capabilities, operations,
documentation, records, and databases.

(¢) If new or unanticipated threats or hazards are discovered by either the
Government or the Contractor, or if existing safcguards have ceased to function,
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the discoverer shall immediately bring the situation to the attention of the other

party.

(d) The Contractor shall not be eligible for any award fee for any

evaluation period in which therc is a breach of privacy or security. Lost award fee
due to a major breach of privacy or security may not be allocated to future
evaluation periods.

{¢) The award fee authority fee authority shail determine whether a security

or privacy breach is categorized as a major security or privacy breach.

To ensure that any potential final award fee evaluation at Task Order

completion reflects any breach of privacy or security, in an interim period, the
overali award fee pool shall be reduced by the amount of the fee available for the
period in which the major breach occurred if a zero fee determination was made
because of a major breach of privacy or security.

H.12 Non-Disclosure Agreement

The Contractor shall sign a Non-disclosure Statciment on behalf of the company and shall also
ensure that all staff assigned to, including all subcontractors and consultants exceute and adhere
to the terms of the non-disclosure statement, proteciing sensitive information of the Government.
Assignment of staff who have not exceuted this statement or failure to adhere to ihis statement
shall constitutc default on the part of the Contractor.

Contractor Employec NDAs

Contractor employees, priot to beginning work, shall sign a non-disclosure agreement to be
furnished to the Contracting Officer,

H.13 Facility Security

Facility Security Clearance

(1) Sccurity Requirements (Aug 1996)

a)

b)

This clause applics to the extent that this Task Order involves access (o
information classified “Confidential”, “Secret”, or “Top Sceret™.

The Contractor shall comply with-

(1) The Security Agreement (DD Form 441), including the National Industrial
Secutity Program Operating Manual (DOD 5220.22-M); and

(2) Any revisions to that manual, notice of which has been furnished to the
Contractor,

If subsequent to the date of this Task Order, the security classification or sceurity
requirements under this Task Order arc changed by the Government and if the
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changes cause an increasc or decrease in security costs or otherwise affcct any
other term or condition of this Task Order, the Task Order shali be subject to an
equitable adjustment as if the changes were directed under the Changes clausc of
this Task Order.

d) The Contractor agrees to insert terms that conform substantially to the language of
this clause, including this paragraph (d) but excluding any reference to the
Changes clause of this Task Order, in all subcontracts under this Task QOrder that
involve access to classificd information.

H.14 Physical Security

The Contractor shall ensure that access to Contractor buildings, rooms, work areas and
spaces, and structures that house DHS sensitive information or IT systems through which
DHS sensitive information can be accessed, is limited to authorized personnel. The
Contractor shall ensure that controls are implemented to deter, detect, monitor, restrict,
and regulate access to controlled areas at all times. Controls shall be sufficient to
safeguard IT asscts and DHS sensitive information against loss, theft, destruction,
accidental damage, hazardous conditions, fire, malicious actions, and natural disastets.
Physical security controls shall be implemented in accordance with the policy and
guidance contained in DHS MD4300.Pub, Volume I, Part A, IT Security Program
Handbook for Sensitive Systems; as well as the TSA MD 1400.3 Pub Information
Technology Security Manual, Sections within Chapters 2-4.

Sources;

o DHS MD4300.Pub, Volume I, Part A, Policy Guide for Sensitive Systems, para
3.2, Contractors and Quitsourced Operations (2"d and 3% policy statements);
para 4.2.1, General Physical Access

¢ DHS MD11050.1, Physical Protection of Facilities and Real Propetty

s TSA 1400.3, Information Technology Securily Manual, Chapter 3, Section 2 —-
Physical and Environmental Security

H.15 Contingency Planning

If performance of the Task Order requires that DHS data be stored or processed on
Contractor-owned information systems, the Contractor shall develop and maintain
confingency plans to be implemented in the event normal operations are disrupted. All
contractor personnel involved with contingency planning cfforts shail be identified and
traincd in the procedures and logistics needed to implement these plans. The Contractor
shall conduet periodic tests to evaluate the cffcctiveness of these contingency plans. The
plans shall at a minimum address emergency response, backup operations, and post-
disaster recovery, Contingency planning efforts shall adhere to the guidance contained in
DHS MD4300.Pub, Volume I, Part A, IT Security Program Handbook for Sensitive
Systems; as well as the TSA MD 1400.3 Pub Information Technology Security Manual,
Section cited in soutce below.
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Sources!

¢ DHS MD4300.Pub, Volume I, Part A, Policy Guide for Sensitive Systems, para
3.2, Contractors and Outsourced Operations (2" and 3" policy statements);
para 4,10.2, Disaster Recovery & Continuity of Operations.

e TSA 1400.3, Information Technology Security Manual, Chapter 3, Section 10
— Continuity of Operations) '

H.16 Personnel Security

The Contractor shall ensure that its employces follow all policies and procedures governing
physical, cnvironmental, and information security described in the various TSA regulations
pertaining thereto, good business practices, and the specifications, directives, and manuals for
conduecting work {o generate the products as required by this Task Order. Personnel will be
responsiblc for the physical security of their area and government furnished cquipment (GFE)
issued to them under the provisions of the Task Order.

(a) All Contractor personnel (inciuding subcontractor personnel) must have
favorably adjudicated background investigations commensurate with the
sensitivity level of the position held belore being granted access to DHS
sensilive information.

(b} The Contractor shall ensure all contractor personnel are property submitted
for appropriate clearances and/or background investigations,

(c) The Contractor shall ensure appropriate controls have been implemented to
prevent contractor personnel from obtaining access to DHS sensitive
information before a favorably adjudicated background investigation has
been completed and appropriate clearances have been issued. At the option
of the government, interim access may be granted pending complction of a
pre-employment check, Final access may be granted only upon favorable
complction of an appropriate background investigation based on the risk
level assigned to this contract by the Contracting Officer.

(d) The Contractor shall ensure its personnel have a validated need to access
DHS sensitive information and are granted the most restrictive set of access
privileges needed for performance of authorized tasks.

(e) The Contractor shail ensurc that its personnel comply with applicable Rules
of Behavior for all DHS and contractor-owned IT systems to which its
personnel have been granted access privileges.

()  The Contractor shall implement procedures to ensure that system access
privileges are revoked for coniractor personnel whose employment is
terminated or who are reassigned to other duties and no longer require access
to DHS sensitive information.

(g) The Contractor shall conduct exit interviews to ensure that contracior
personncl who no longer require access to DHS sensitive information
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understand their obligation not to discuss or disclose DHS sensitive
information to which they were granted access under this Task Order.

Sources:

. DHS MD4300.Pub, Volume |, Part A, Policy Guide for Sensitive Systeins,
para 3.2, Contractors and Outsourced Opcrations (2nd and 3rd policy
statements); pata 4.1 (Operational Policies, including subparagraphs 4.1.1,
4,12,4.1.3,4.1.5).

e  TSA MD 1400.3. Information Technology Security Manual, Chapter 3,
Section 1 — Personnel Security

¢ DHS MD Number: 11050.1, Personnel Security Program, Attachment A.
Contract Personnel Screening

A. All employccs assigned to work in a TSA facility, inclusive of all airports
nationwide, under this Task Order will be requitcd to undergo a pre-employment
sccurity screening investigation prior to being permitted to report to work., The
Contractor shall ensure that cach employce meets the following criteria:

1) Contractor cmployces must be US Citizens or Legal Permanent
Residents. Only US Citizens can access TSA’s Information
Technology (IT) Systems.

2} Confractor employees must undergo a favorable Background
[nvestigation.

a} The following Background Investigation Security Paperwork must
be completed by the contractor cmployee and given to the
Contracting Officer’s Technical Representative {COTR) at least 35
days prior to the employment start date:

1) Standard Form (SF) 86, Questionnraire for National
Security. (The SF 86 is available at www,opm,gov under
standard forms; Contractor employee screening may also he
required using OPM’s ¢-QIP application.)

2) Form FD 258, Fingerprint Cards. (Two (2} original
Fingerprint Cards arc required to be completed and signed
by the person taking the fingerprints. Fingerprints can be
taken by local law enforcement agencies.)

3) TSA Form 2201, Fair Credit Reporting Act Forni.

b} The COTR will submit the Background Investigation Security
Paperwork to the TSA Credentialing Program Office (CPO). This
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submission must take place at least thirty (30) days prior fo the
employiment start date.

¢} When a contractor cmployce voluntarily or involuntarily leaves
his/her employment under a contract with TSA, the contraclor must
obtain and return the contracior cmployee’s badge to the COTR on
the contractor employee’s last day of work at a TSA facility,
inclusive of all airports nationwide. The COTR will return the
contractor employee’s badge to the Office of Security, Physical
Security Division,

B. As stated above, contractor employees requiring staff-like access to TSA
facilitics on a recurting basis (more than 14 days per year) must have a favorably
adjudicated fingerprint based criminal history record check, credit check and
search of the Office of Personnel Management, Sccurity/Suitability Investigations
Index, prior to being issued a permanent TSA Headquarters photo access pass.
COTRs shouid advise the Office of Security, Physical Security Division, if the
Task Order on which the contractor is working will last 90 days or less. Record
checks may be conducted prior to or concwrently with a National Agency Check
and Inquiries and Credit (NACIC) investigation. The NACIC is the minimum
investigative standard for TSA contractor employees.

C. Contractor cmployees requiring temporary facility access for one to fourteen
days or facility maintenance, routine delivery, etc., require only a fingerprint check
and/or National Crime Information Center (NCIC) records check.

D. A contractor that participates in the National Industrial Secuiity Program (NISP)
may, through their COTR certify, in writing, that their employees have met the standard
defined in Paragraph B. above.

Contractor employees working on this Task Order must complete such forms as may be
necessary for security or other reasons, including the conduct of background
investigations to determine suitability. Completed forms shall be submitted as directed by
the Contracting Officer. Upon the Contracting Officer's request, the Contractor's
employees shall be fingerprinted, ot subject to other investigations as required. All
contractor employees requiring recurring access o Government facilities or access to
sensitive information or IT resources are required to have a favorably adjudicated
background investigation prior to commencing work on this Task Order unless this
requirement is waived under Departmental procedures. The CO, COTR and CS0 work
together on a daily basis to ensure all employees are cleared for access.

Prohibition of Individuals

The Contracting Officer may require the contractor to prohibit individuals from working
on the Task Ordcr if the government deems their initial or continued employment
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contrary to the public interest for any reason, including, but not limited to, carelessness,
incompetence, or security coneerns.

Non-Disclosure of Sensitive Information

Work under this Task Order may involve access to sensitive information. Therefore, the
contractar shall not disclosc, orally or in writing, any sensitive information to any person
unless authorized in writing by the Contracting Officer. For those contractar employees
authorized access to sensilive information, the contractor shall ensure that these persons
receive training concerning the protection and disclosure of sensitive information both
during and after Task Order performance.

Coniractor employees shall complete a non-disclosure agreement (NDA) form and
safeguard the satne, Proper annual 1T sceurity training s also required for access,
protection and disclosure of sensitive information. The IT Security Office requires that
contractors fill out an NDA form. Forms are filled for future reference at the OCISO.

Security requirements listed herein shall apply to all subcontractors as weil, The
following items are required if the contractor will have access to IT resources:

¢ Provide an IT security briefing or orientation and fill out the NDA form for all
contractors; to be coordinated by the COTR with the IT Security Training
Program.,
¢ Contractor access will be limited to certain sites, buildings, floors and rooms as
required by the COTR and Training Coordinator. |

¢ Access to DHS networks via remote means is subject to approval on a case-by-
case basis,

¢ Contractors shall review and sign the Computer Access Agreement (CAA) form
cxplaining proper usage of IT resources and equipment. Improper usage is
grounds for employee removal.

+ Access to IT resources by non-US cilizens is subject to a case-by-case basis using
waivers.

¢+ Offerors shall identify and include the names, citizenship and clearances of all
proposed Key Personnel and other key/critical personnel in their proposed
Statfing Plan. After task order award, the Contractor shall provide the same
information for all personnel assigned to the Task Order.

Contract Personnel Securify Clearances

Staff for use on these efforts must be capable of being granted a security ciearance for
access to classified information and/or IT resources appropriate for the level of
classification associated with the work they are to perform. Contractor personnel will be
required to submit documentation, including appropriate credentialing, for access to TSA
workplaces through the Security Office in order to facililale their uncncumbered cntrance
to appropriate TSA facilities.
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Minimum Security Clearances

Resources engaged in systems analysis, architecture development, programming, systems
administration, and hands-on application devclopment involving actual data must be
cleared at the minimum security level of Secret, or Interim Secret. Administrative staff
not directly involved in supporting these efforts nced not possess a Secret-level clearance,
but must have a favorably-determined employment suitability check.

Future Work Orders

Future work packages, derived from representative work packages contained herein, may
require higher clearance levels such as Top Secret (TS) or Top Secret with Sensitive
Compartmented Information designation (TS/SCI). When and if such future work
packagces are designed and awarded, required clearance levels will be specificd, and the
requisite DD Form 254, Contract Security Classification Specification, will be initiated.

Government Approval of Contractor Staff Personnel Clearances

Notwithstanding any clearances obtained by contractor personnel, any contractor
personnel assigned to perform classified requirements for this Task Order are designated
as Key Personnel and are subject to the advanced approval requirements as set forth in
Section 11, ltem H.7, Kcy Pcrsonnel.

The Government expects that the Contractor will use existing, cleared resources,
appropriate for the clearance level required, to accomplish the work contained herein.

Training and Awareness

(a) The Contractor shall ensure that all contractor personnel {including
subcontractor personnel) who are involved in the management, use,
or operation of any IT systems that handle DIIS sensitive
information, receive annual training in sccurity awareness, accepted
sccurity practices, and system rules of behavior.

(b) The Contractor shall ensure that contractor personnel (inciuding
subcontractor personnel) with significant I'T sccurity
responsibilities receive specialized annual raining tailored to their
specific security responsibilities.

{c) The training and awareness conducted under this clause shall
promote a consistent understanding of the principles and concepts
of telecommunications and IT systems scourity as described in DHS
MD4300.Pub, Volume II, Part A, IT Security Program Handbook
for Sensitive Systems.

(d) DIIS training and awareness resources may be available for the
Contractor’s use in implementing the requirements of this clause.
The COTR will inform the Contractor of any availablc DHS
training resources.
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Sources:

¢ DHS MD4300.Pub, Volume I, Part A, Policy Guide for Sensitive Systems,
para 3.2, Contraciors and Outsonrced Operations (2" and 3" policy
statements); para 4.1.4, Training and Awareness

o TSA 1400.3, Information Technology Security Manual, Chapter 3, Scetion
23 - - Security Awareness, Training & Education)

H.17 Contractor Access to Information Technology Resources

Security Briefings

Before recciving access o IT resources under this Task Order the individual must reccive
a security briefing, which the COTR will arrange, and compiete any non-disclosure
agrecment furnished by DIIS. -

Limitation of Access

The contractor shall have access only to those areas of DHS OR information technology
resources explicitly stated in this Task Order or approved by the COTR in writing as
nccessary for performance of the work under this Task Order. Any attempts by
contractor personnel to gain access to any information technology resources not expressly
authorized by the statement of work, other terms and conditions in this Task Order, or as
approved in writing by the COTR, is strictly prohibited. Tn the event of violation of this
provision, DHS will take appropriate actions with regard to the Task Order and the
individual(s) involved.

Remote Access to DHS/TSA Nebworlks

Contractor access to TSA/DHS networks from a remote location is a tempotary privilege
for mutual convenicnce while the contractor performs business for the TSA. Ttisnota
right, a guarantee of access, a condition of the Task Order, nor is it Government-
Furnished Equipment (GFE).

Termination of Access

Contractor access will be terminated for unauthorized use. The contractor agrees to hold
and save harmless from any unauthorized use and agrees not to request additional time or
money under the contract for any delays resulting from unauthorized use or access,

Nan-U.S. Citizen Access

Non-U.S. citizens shall not be authorized to access or assist in the development,
operation, management or maintenance of Department I'T systems undet the Task Otder,
uniess a waiver has been granted by the Head of the Organizational Element or designee,
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with the concurrence of the Office of Sccurity and Department’s CIO or designee. In
order for a waiver to be granted:

(i) The individual must be a permanent resident of the U.S. or a citizen of
Tretand, Israel, the Republic of the Philippines, or any natien on the Allied
Nations List maintaincd by the Department of State.

(i)  All required security forms specified by the Government and any
necessary background check must be satisfactorily completed.

(ili)  Therc must be a compelling reason for using this individual as opposed (o
a U.S. citizen,

(iv)  The waiver must be in the best interest of the Government

Contractors shall identify in their proposals, the names and citizenship of all non-citizens
proposed to work under the ‘l'ask Order. Any additions or deletions of personnel who are
on-U.S. citizens after Task Order award shall also be reported lo the Contracting Officer,

H.18 Handling Sensitive Information (SSI) and I'T Resources

Definitions

Sensitive Information mcans any information, the loss, misuse, disclosure, or
unauthorized access to ot madification of which could adversely affect the national or
homeland security interest, or the conduct of Federal programs, or the privacy to which
individuals arc entitled under section 552a of title 5, United States Code (the Privacy
Act), but which has not been specifically authorized under critcria established by an
Executive Order or an Act of Congress to be kept secret in the interest of national
defense, homeland security or foreign policy. This definition includes the following
categories of information:

(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical
Infrastructure Information Act of 2002 (Title I, Subtitle B, of the Homeland Security
Act, Public Law 107-296, 196 Stat. 2135), as amended, the impicmenting regulations
thereto (Tiile 6, Code of Federal Regulations, Part 29) as amended, the applicable PCII
Procedures Manual, as amended, and any supplementary guidance officiaily
communicated by an authorized official of the Department of Homeland Security
(including the PCH Program Manager or hisfher designee). The IT Security office
currently has a representative engineer who attends CIP meetings;

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal
Regulations, Part 1520, as amended, "Policies and Procedures of Safeguarding and
Control of SSL" as amended, and any supplementary guidance officially communicated
by an authorized official of the Department of Homeland Security (including the
Assistant Secretary for the Transportation Security Administration or his/her designee).
The IT Security Office currently has an SS1 Officer actively engaged in SSI related
issues/concerns;
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(3) "For Official Use Only (FOUQG)" is unclassificd information of a sensitive nature,
and the unauthorized disclosure of which could adversely impact a person's privacy or
welfare, the conduct of Federal programs, individual privacy under 5 U.S.C. scction 552a
or other programs or operations essentiat to the national or homeland security interest;
and if provided by the Government (o the contractor, is marked in such a way as to placc
a reasonable person on notice of its sensitive nature.

(4) "Information Technology Resources" include, but are not limited to, computer
- equipment, nefworking equipment, telecommunications equipment, cabling, network
drives, computer drives, network software, computer software, software programs,
intranet sites, and internet sites.

Disclosure of Information —~Official Use Only

Any TSA Information made available or to which access is provided, and which is
marked or should be marked “Official Use Only”, shall be used only for the purpose of
carrying out the provisions of this Task Order and shall not be divulged or made known
in any manner to any person cxcept as may be necessary in the performance of the Task
Order. Disclosure to anyone other than an officer or employee of the contractor or
subcontractor at any lier shall require prior written approval of the TSA. Requests to
make such disclosure should be addressed to the TSA Contracting Officer.

Notification of Proper Use and Penaltics for Misusing “Official Use Only”
Information

Each officer or employee of the coniractor or subcontractor at any ticr to whom “Official
Usec Only” information may be made available or disclosed shall be notified in writing by
the contractor that “Official Use Only” information disclosed to such officer or employce
can be used oniy for the purposc and to the cxtent authorized hetein, and that further
disclosure of any such “Offictal Use Only” information, by any means, for a purpose ot
to an extent unauthorized hetein, may subject the offender to criminal sanctions imposed
by 18 U.8.C. Secctions 641 and 3571. Section 641 of 18 U.S.C. provides, in pertinent
part, that whoever knowingly converts to his use or the use of another, or without
authority sclls, conveys, or disposes of any record of the United States or whoever
receives the same with the intent to convert it to his use or gain, knowing it to have been
converted, shall be guilly of a crime punishable by a finc or imprisoned up to 10 years or
both.

H.19 Use of Foreign Nationals and Foreign Entities on TSA Contracts

All contractor employees, whether employed by the contractor, a subcontractor ot who is
consultant to TSA, involved in the performance of this Task Order and requiring access to areas
controlled by TSA, an FDS or IFSR or access to sensitive information and/or resources shall be a
citizen of the United States or an imigrant alicn who has been lawfully admitted for permanent
residence as evidenced by Alien regisiration Receipt Card Form [-151.
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Copies of appropriate, valid INS documeniation must be made available to the Government upon
request. '

Facility and Sensitive Information Access for Immigrant Aliens

For immigrant alicns who are working under this Task Order and require access to
facilities, sensitive information a/or resources the following conditions must be met:

¢ The foreign national must have resided within the United States for 3 years of the
last 5 years unless a waiver of this requirement is requested and approved from
TSA;

¢ TSA makes a valid risk or sensitivity level designation for the position; and

¢ TSA shall conduct the appropriate security screening for the position.
- Disclosure of Technology to Non-Immigrant Alicn

Disclosure of source code, technology, or documentation to a nonimmigrant alien, a type
'~ of foreign national not authorized access may be considercd to be an export and export
_control violation by TSA. The contractor shall at all time comply with Traffic in Arms

Regulation (ITAR), 22 C.F.R, parts 120 through 130, and the Export Adminisiration

Regulations (EAR), 15 C.F.R, parts 730 through 799, in the performance of this Task

Order. In complying with these export provisions, the contractor shall determine the

applicability of license exemptions; exceptions and obtain appropriate licenses or other

approvals for expotts of source code, technology, and documentation. The contractor
shall make the same determinations where its use of non-immigrant alicns would allow
them access to export sensitive information, Acquisitions involving foreign nationals or
forcign entitics are subject to the following provisions:

Use of Non-Immigrant Aliens and Non-US Compantes

The contractor shall submit an explanation to the TSA Coniracting Officer of why usc of
the non-immigrant alien would not violate export restrictions, The contractor shall be
responsible for all regulatory record keeping requirements associated with the license and
license exemption or exception. Copies of export related determinations and
documentation shall be provided to TSA upon request. For export or security reasons,
TSA reserves the right to exclude Offerors with a controlling degree of non U.S.
ownership, and non U.S. place of business or nonimmigrant aliens from being given
access to software, cquipment, technology or documentation necessary to prepare an
offer or to perform the contract. This clause shall flow down to subcontraciors.

H.20 Protcction of Sensitive Technologies Information and Release Of
Information

All technical data provided to the Contractor by the Goverrunent shall be protected from
public disclosure in accordance with the markings contained thereon. The Contractor and
its subcontractors shall NOT release to the public or other Government agencics cxeept as
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specified below, any information developed under or pertaining to this Task Order or
swtbcontracts without the express written approval of the Contracting Officer or
Contracting Officet’s Technical Representative. This information includes press teleases,
promotional literature, and articles in technical publications, speeches at technical or
scientific gatherings, price lists, and deliverables. The Government will not unreasonably
reject requests from the Contractor for release of information to the technical and
scientific community,

The Contractor shall protect all DIIS “sensitive information” to include TSA “sensitive
security information (SSI)” to which the Contractor is granted physical or electronic
access by adhering to the specific IT security requirements of this contract and the DHS
and TSA security policies specified in the following directives:

a) DHS MD4300.Pub, Volume I, Part A, Policy Guide for Sensitive Systems

b) TSA MD 1400.3 Pub, Chapters 1-4, Information Technology Security
Manual

Note: Where DHS subscquently appcears, il will automatically equate to DHS/TSA, unless
otherwise stated or obvious separation is required. Where scnsitive information
subsequently appcears, it will refer as well to SSI. If the two policies conflict the stricter

will apply.
Sources: _
¢ DHS MDI11042, Safeguarding Sensitive But Unclassified (For Official Use Only)

H.21

Information, 11 May 04.

For TSA, sensitive information includes what is known as SSI. SSI protection
requirements are defined in the TSA document entitled, Interim Sensitive Sceurity
Information (SSI) Policies and Procedures for Safeguarding and Control, 8 Oct 03.

Major Breach of Safety or Security
Safety Breach

Safety is the freedom from those conditions that can cause death, injury, occupational
illness, damage to or loss of equipment or property, or damage to the environment.
Safety is essential to TSA and is a material part of this contract. A major brcach of safcty
may constitute a breach of contract that entitles the Government to exercise any of its
rights and remedies applicable to material parts of this Task Order, including termination
for default. A major breach of safety must be related directly to the work on the Task
Otder. A major breach of safety is an act or omission of the Contractor that consists of an
accident, incident, or exposure resulting in a fatality or mission failure; or in damage to
equipmeni or property equal to or greater than $1 million; or in any "willful" or "repeat”
violation cited by the Occupational Safcty and Hcalth Administration (OSHA) or by a
state agency operating undet an OSHA approved plan.
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Security Breach

Security is the condition of safeguarding against espionage, sabotage, crime (including
computer crime), or attack. A major breach of security may constitute a breach of
contract that enfitles the Government to exercise any of its rights and remedies applicable
to material parts of this Task Order, including termination for default. A major breach of
secutity may occur on or ofl Government instaflations, but must be related directly to the
work on the Task Order. A major breach of security is an act or omission by the
Contractor that results in compromise of classified information, illegal technology
transfer, workplace violence resulting in criminal conviction, sabotage, compromise or
denial of information technology services, equipment or property damage from
vandalism greater than $250,000, or theft greater than $250,000.

NOTE: Breach of Security for the purposes of this definition should not be confused with breach of
seeurity in screening operations.

Reporting and Investigation

In the event of a major breach of safety or security, the Contractor shall report the breach
to the Contracting Officer, If dirccted by the Contracting Officer, the Contractor shall
conduct its own investigation and report the results to the Government. The Contractor
shall cooperate with the Governmenl investigation, if conducted.

Computer Security Incidents

Security Incident Reporting. The Contractor shall establish and maintain a compuier
incident response capability. The Contractor shall report compuler security incidents in
accordance with the guidance and procedures contained in DHS MD4300.Pub, Volume
11, Parl A, IT Security Program Handbook for Sensitive Systems; as well as the TSA MD
1400.3 Pub Information Technology Security Manual, Sections within Chapters 2-4.

Sources!

e DHS MD4300.Pub, Volume I, Part A, Policy Guide for Sensitive Systems,
para 3.2, Coniractors and Outsourced Operations (2™ and 3 policy
statements); para 4.10.1, Security Incident & Violation Handling

s TSA 1400.3, Information Technology Security Manual, Chapter 3, Section
25 — Incident Response}

H.22 Disaster Recovery and Continuity of Operations (COOP)
Requirements

Disaster Recovery

TSA’s mission critical systems must maintain exceptionally high availability, cven in the
face of catastrophic cvents, national cmergencies, and acts of terrorism. The Contractor
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must perform all development activities to comply with TSA disaster recovery
requirements.

Continuity of Operations

Selected applications must be developed so as to be compatible with active/active
production cnvironments, Custom development or COTS/GOTS softwarc platforms
must be capable of operating in this covironment for continuity of operations (COOP)
purposcs. The Contractor must ensure that COOP requircments are gathered for each
Work Order performed; the Government will specify COOP requirements at the Work
Order level,

H.23 Identification of Contractor Employees

All contractor personnel attending meetings, answering Government telephones, and working in
other situations where their contractor status is nat obvious to third parties are required to
identify themselves as such, They must also ensure that all documents or reports praduced by
contractors are suitably marked as contractor products or that coniractor participation is
appropriately disclosed.

H.24 Information Protected by the Privacy Act
Privacy Act Notification

The Contractor will be required to design, develop, or operate a system of records on
individuals, to accomplish an agency function subject to the Privacy Act of 1974, Public
Law 93-579, December 31, 1974 (5 U.S.C. 552a) and applicable agency regulations (6
CFR part 5). Violation of the Act may involve the imposition of criminal penalties.

Privacy Act Requirements

(a) The Contractor agrees to--

(1) Comply with the Privacy Act of 1974 (the Act) and the agency rules
and regulations (6 CFR part 5) issued under the Act in the design, development, ot
operation of any system of records on individuals lo accomplish an agency
funciion when the Task Order specifically identifies--

(1) The systems of records; and

(it) The design, development, or operation work that the contracior is
lo perform;

(2) Include the Privacy Act notification contained in this Task Order in
every solicitation and resulting subcontract and in every subcontract awarded
without a solicitation, when the work statement in the proposed subcontract
requires the redesign, development, or operation of a system of records on
individuals that is subject to the Act; and
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(3) Includc this clause, including this subparagraph (3), in all subcontracts
awarded under this Task Order which requires the design, development, or
operation of such a system of records.

(b) Tn the event of violations of the Act, a civil action may be brought against the
agency involved when the violation concerns the design, development, or
operation of a system of records on individuals lo accompiish an agency function,
and criminal penalties may be imposed upon the officers or employees of (he
agency when the violation concerns the operation of a system of rccords on
individuals to accomplish an agency function. For purposes of the Act, when the
Task Order is for the operation of a system of records on individuals to accomplish
an agency function, the Contractor is considered to be an employee of the agency.

(¢) (1) “Operation of a system of records,” as used in this clause, means
- performance of any of the activities associated with maintaining the system of
- records, including the collection, use, and dissemination of records.

:  (2) “Record,” as used in this clause, means any item, collection, or

~ grouping of information about an individual that is maintained by an agency,
including, but not limited to, education, financial transactions, medical history, and
criminal or employment history and that contains the person's name, or the
identifying number, symbol, or other identifying particular assigned to the
individual, such as a fingerprint or voiceprint or a photograph.

(3) “System of records on individuals,” as used in this clause, means a
group of any records under the control of any agency from which information is
retrieved by the name of the individual or by some identifying number, symbol, or
other identifying particular assigned to the individual.

Privacy Violation Indemnification and Hold Harmless

The contractor agrees to release, indemnify, and hold harmiess the Government from and
against any claims, demands, actions, liens, rights, debts, liabilities, judgments, costs, and
attorney’s fees, arising out of, claimed on account of, or in any manner predicated upon
the contractor or its employces’® violation of the Privacy Act of 1974, 5 U.S.C. Section
552a, or any other privacy related laws, and any applicable rules and regulations,

H.25 Publicity Restrictions

(2) The Contractor shall not use or allow to be used any aspect of this Task Order for publicity,
unlcss authorized to do so in writing by the Contracting Officer. “Publicity” means, but is not
limited to, advertising (e.g. trade magazines, newspapers, Internet, radio, television etc. ),
communications with the media, or marketing. Tt is further understood that this obligation shall
not expire upon completion or termination of this Task Order, but will continue indefinitely.

(b) The contractor shall not refer to award of this Task Order and any work orders in commercial
advertising in such a manner as to state or imply that the product or service provided is endorsed
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or preferred by the Federal Government or is considered by the Government to be superior to
other products or scrvices, :

(¢) The Contractor shall include the substance of this clause, including this paragraph in each
subcontract issued under this Task Order.

H.26 Warranty

Pursuant to the Inspection and Acceptance clauscs in the EAGLE coniract, and the Warranty
clauscs in this Task Order, the Contractor must warrant that, commencing from the date of
delivery to Government and continuing for a period of one yeatr, the media on which the
Software is furnished will be free of defects in matetials and workmanship under normal usc;
and the Softwarc produced under this Task Order substantially conforms to the specifications
embodied in the Government’s approved functional requirements documents.

H.27 DD 254 Requirements

The Contractor shall adhere to the security information contained in Attachment 2 to this Task
Order, “DD 254 Requirements”.
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PART 1I - Task Order Clauses

Section I - Task Order Clauses

The relevant clauses in Section T — Contract Clauses, of the EAGLE contract arc in full force and

effect.

I.1  Clauses Incorporated By Reference
(FAR 52.252-2) (FEB 1998)

This Task Order incorporatcs onc or more clauses by reference, with the same force and
cffect as if they were given in full text. Upon request, the Contracting Officer will makc their
full text available. Also, the full texl may be accesscd clectronically at these Internet addresses:
hitp://www.arnet.gov., ‘

FAR Clause No,

Title and Date

Option to Extend the Term of the Contract (MAR 2000) Within 30 calendar
days before the task order expires, provided notice is given Within 60 days

52.217-9

52,227-17 Rights in data — specceial works

52.233-1 Disputes (JUL 2002) ALT [ (DEC 1991)
-52.246-1 7 Warranty of Supplies of a Noncomplex Nature
52.246-18 ~ Warranly of Supplies of a Complex N;ﬁ}:e
52246-19 o Design Criteria

52.246.20 Warranty of Services

Warranty of Systems and Equipment Under Performance Specifications or
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1.2 Protest After Award

(a) Upon receipt of a notice that a protest has been filed with the FAA Office of Dispute
Resolution for Acquisition (ODRA), or a determination that a protest is likely, the
{Undersecretary or his designee may instruet the Contracting Officer) to dircet the Contractor to
stop performance of the work called for by this Task Order. The order to the Contractor shall be
in writing, and shall be specifically identificd as a stop-work order issued under this clausc.
Upon receipt of the order, the Contractor shall immediately comply with its terms and take all
rcasonablc steps to minimize the incurrence of costs allocable to the work covered by the order
during the period of work stoppage. Upon receipt of the final decision or other resolution of the
protesl, the Contracting Oflicer shall either--

(1) Cancel the stop-work order; or

(2) For othcer than cost-reimbursement Task Orders, terminate the work covered by the order as
provided in the "Default” or the "Termination for Convenience of the Government” clause(s) of
this Task Order; or

(3) For cost-reimbursement Task Order, terminate the work covered by the order as provided in
the "Termination" clause of this Task Order.

(b) Tf a stop-work order issued under this clause is canceled either before or after the final
resolution of the proiest, the Contractor shall resume work. The Contracting Officer shall make
for other than cost-reimbursement Task Orders, an cquitable adjustment in the delivery schedule
ar Task Order price, or both; and for cost-reimbursement Task Orders, an equitable adjustment in
the delivery schedule, the estimated cosl, the fee, or a combination thereof, and in any other
terms of the Task Order that may be affected; and the Task Order shall be modified, in writing,
accordingly, if--

(1) The stop-work order results in an increase in the time required for, or in the Contractot’s cost
praperly allocable to, the performance of any part of this Task Order; and

(2) The Contractor asserts its right to an adjustment within 30 days after the end of the period of
work stoppage; provided, that if the Contracting Officer decides the facts justify the action, the
Contracting Officcr may receive and act upon a proposal submiitted at any time before final
payinent under this Task Order.

(c) If a stop-work order is not canceled and the work covered by the order is terminated for the
convenience of the Government, the Contracting Officer shall allow reasonable costs resulting
from the stop-work order in arriving at the termination settlement.

(d) If a stop-work order is not canceled and the work covered by the order is terminated for
default, the Contracting Officer shall allow, by equitable adjustment or otherwise, reasonable
costs resulting from the stop-work order.

(e) The Government's rights to terminate this Task Order at any time are not affected by action
taken under this clause,
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I3 Special Notes

The Transportation Security Administration (TSA} is exempt from sales {ax and does not have to |
file a Tax Exemption form since the Commonwealth of Virginia does not require any form or
filing to achicve tax exempt status, TSA’s FEIN = 800038533

Payment via Electronic Funds Transfer (EFT) for each task will occur upon final acceptance of
each deliverable and submission of a proper invoice. Payment via EFT for any ongoing
technical assistance will occur on a monthly basis as incurred and upon submission of a proper
invoice with acceptable evidence of hours worked. Offerors are advised that the Government,
upon award of a TO, requires submittal of invoices and cmployces timesheets for a month’s
worth of service, The Contractor shall not submit invoices for services provided for less than a
month’s period unless the Task Order is terminated or ends eatlier than a 30 day time period.

Submittal of a proposal constitutes concurrence (o abide by the referenced clauses for the
resolution of any disputes.

L4 Small Business Subcontracting Plan (52.219-9)

(a) This clause.docs not apply to small business concerns,

(b) Definitions. As used in this clause—

“Alaska Native Corporation (ANC)” means any Regional Corporation, Village Corporation,
Urban Corporation, or Group Corporation organized under the laws of the State of Alaska in
accordance with the Alaska Native Claims Settlement Act, as amended (43 U.S.C. 1601, ef seq.)
and which is considered a minority and economically disadvantaged conicern under the criteria at
43 U.8.C. 1626(e)(1). This definition also includes ANC direct and indirect subsidiary
corporations, joint ventures, and partnerships that meet the requirements of 43 U.S.C. 1626(e)(2).

“Commercial item” means a product or service that satisfies the definition of commercial item
in section 2.101 of the Federal Acquisition Reguiation.

“Commercial plan” means a subcontracting plan (including goals) that covers the offeror’s
fiscal yvear and that applies to the entire production of commercial items sold by either the entire
company or a portion thereof (e.g., division, plant, or product line).

“Electronic Subcontracting Reporting System (eSRS)” means the Governmentwide,
electronic, web-based system for small business subcontracting program reporting. The ¢SRS is
located at hitp://www.ests.gov.

“Indian tribe” means any Indian tribe, band, group, pueblo, or community, including native
villages and native groups (including corporations organized by Kenai, Juneau, Sitka, and
Kodiak) as defined in the Alaska Native Claims Settlement Act (43 U.S.C.A. 1601 et seq.), that
is recognized by the Federal Government as cligible for services from the Burcau of Indian
Affairs in accordance with 25 U.S.C. 1452(c). This definition also includes Indian-owned
economic enterprises that meet the requirements of 25 U.S.C. 1452(¢).

“Individual contract plan” means a subcontracting plan that covers the entire contract period
{including option periods), applies to a specific coniract, and has goals that are based on the
offeror’s planned subcontracting in suppott of the specific contract, except that indirect costs
incurred for common or joint purposes may be allocated on a prorated basis to the contract.
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“Master plan” means a subcontracting plan that contains all the required elements of an
individual contract plan, except goals, and may be incorpotated into individual contract plans,
provided the master plan has been approved.

“Subcontract” means any agreement (other than one involving an employcr-cmployce
relationship) entered into by a Federal Government prime Contractor or subcontractor calling for
supplies or services required for performance of the contract or subcontract.

(c) The offeror, upon request by the Contracting Officer, shall submit and ncgotiate a
subcantracting plan, where applicable, that separately addresses subcontracting with small
business, veteran-owned small business, service-disabled veteran-owned small business,
HUBZonc small business concerns, small disadvantaged business, and women-owned stnall
business concerns. Tf the offeror is submitting an individual contract plan, the plan must
scpatately address subcontracting with small business, veteran-owned small business, service-
disabled veteran-owned small business, HUBZone small business, small disadvantaged business,
and women-owned small business concerns, with a separate patt for the basic conract and
separatc parts for cach option (il any). The plan shall be included in and made a part of the
resultant contract. The subcontracting plan shall be negotiated within the time specified by the
Contracting Officer. Failure to submit and negotiate the subcontlactmg plan shall make the
offeror ineligible for award of a contract.

(d) The offcror’s subcontracting plan shall include the following:
(1) Goals, expressed in terms of percentages of total planned subcontracting dollars, for the
use of small business, veteran-owned small business, service-disabled veteran-owned small
business, HUBZonc small business, small disadvantaged business, and women-owned small
business concerns as suhcontractors. The offeror shall include all sub-contracts that
contributc to contract performance, and may include a proportionate share of products and
services that ave normally allocated as indircet costs. In accordance with 43 U.S.C. 1626:
(i) Subcontracts awarded to an ANC or Indian tribe shall be counted towards the
subcontracting goals for small business and small disadvantaged business (SDB)
concerns, regardless of the size or Small Business Administration ccrtification status of
the ANC or Indian (ribe,
(i1) Where one or more subcontractors arc in the subcontract tier between the prime
coniractor and the ANC or Indian tribe, the ANC or Indian tribe shall designate the
appropriate confractor(s) to count the subcontract towards its small business and small
disadvantaged business subcontracting goals.
(A) In most cases, the appropriate Contractor is the Contractor that awarded the
subcontract to the ANC or Indian ttibe.
(B) If the ANC or Indian tribe designates more than one Contractor to count the
subcontract toward its goals, the ANC or Indian ttibe shall designate only a portion of
the total subcontract award to each Contractor. The sum of the amounts designated to
various Contractors cannot exceed the total value of the subcontract.
(C) The ANC or Indian tribe shall give a copy of the written designation to the
Contracting Officer, the prime Contractor, and the subcontractors in between the prime
Contractor and the ANC or Indian {ribe within 30 days of the date of the subcontract
award.
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(D) If the Coniracting Officer does not receive a copy of the ANC’s or the Indian
tribe’s written designation within 30 days of the subcontract award, the Contracior that
awarded the subconiract to the ANC or Indian tribe will be considered the designated
Contractor,
(2) A statement of —
(i) Total dollars planned to be subcontracted for an individual contract plan; or the
offeror’s total projected sales, expressed in dollars, and the total value of projected
subcontracts to support the sales for a commercial plan;
(ii) Total dollars planned to be subcontracted to small business concerns (including ANC
and Indian tribes);
(iii) Total dollars planncd to be subcontracted to veieran-owned small business concetns,
(iv) Total dollars planned to be subcontracted to service-disabled veteran-owned small
business;
(v) Total dollars planned to be subcontracted to HUBZone small business concerns;
(vi) Total dollars plamied to be subcontracted ie small disadvantaged busincss concerns
(including ANCs and Indian tribes); and
(vii) Total dollars planned to be subcontracted to women-owned small business concerns,
(3) A description of the principal types of supplics and scrvices to be subcontracted, and an
identification of the types planned for subcontracting to
(i) Small business concerns;
(il) Veteran-owned small business concerns;
(iii) Service-disabled veteran-owned small business concerns;
(iv) lIUBZone small business concerns;
(v) Small disadvantaged business concerns; and
{(vi} Women-owned smal] business concerns.
{4) A description of the method uscd to develop the subcontracting poals in paragraph (d)(1)
of this clause.
(5) A description of the method used to identify potential sources for solicitation purposes
(e.g., existing company source lists, the Central Contractor Registration database (CCR),
veterans service organizations, the National Minority Purchasing Council Yendor
Information Scrvice, the Rescarch and Information Division of the Minorily Business
Development Agency in the Department of Commerce, or smali, HUBZone, small
disadvantaged, and women-owned small business trade associations). A firm may rcly on
the information contained in CCR as an accurate vepresentation of a concern’s size and
ownership characteristics for the purposes of maintaining a small, veteran-owned small,
service-disabled veteran-owned small, HUBZ one small, small disadvantaged, and women-
owned small business source list. Use of CCR as its source list does not relieve a firm of its
responsibilities (e.g., outreach, assistance, counseling, or publicizing subcontracting
opportunities) in this clause,
(6) A statement as to whether or not the offeror included indirect costs in establishing
subcontracting goals, and a description of the method used to determine the proportionate
share of indirect costs to be incurred with—
(i) Small business concerns (including ANC and Indian tribes);
(it) Veteran-owned small business concerns;
(iii) Service-disabled veteran-owned small business concerns;
(iv) HURZone small business concerns;
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{v) Small disadvantaged business concerns (including ANC and Indian ttibes); and
(vi) Women-owned small business concerns.
(7) The name of the individual employed by the offcror who will administer the offcrot’s
subcontracting program, and a description of the duties of the individual.
{8) A description of the efforts the offeror will make to assutc that small busingss, veteran-
owned small business, service-disabled veteran-owned small business, HUBZone small
busincss, small disadvantaged business, and women-owned small busincss concerns have an
equitable opportunity to compete for subcontracts.
(9} Assurances that the offeror will include the clause of this contract entitled “Utilization of
Small Business Concerns™ in all subcontracts that offer further subcontracting opportunities,
and that the offeror will require all subcontractors (except small business concerns) that
receive subcontracts in excess of $550,000 (31,000,000 for construction of any public
facility) with further subcontracting possibilities to adopt a subcontracting plan that
complics with the requircments of this clause.
(10) Assurances that the offeror witl—
(1) Cooperate in any studies or surveys as may be required;
(if) Submit periodic reports so that the Government can determine the extent of
compliance by the offeror with the subcontracting plan;
{ii1) Submit the Individual Subcontract Report (ISR} and/or the Summary Subcontract
Report (SSR), in accordance with paragraph (1) of this clause using the Electronic
Subcontracting Reporting System (eSRS) at hitp://www esrs.gov. The reports shall
provide information on subcontract awards to small business concerns, veteran-owned
small business concerns, service-disabled veteran-owned small business concerns,
HUBZonc small business concerns, small disadvantaged business concerns, women-
owned small business concerns, and Historically Black Colleges and Universities and
Minority Institutions. Reporting shall be in accordance with this clause, or as provided in
agency regulations;
(iv) Ensure that its subcontractors with subcontracting plans agree to submit the ISR
and/or the SSR using ¢SRS;
(v) Provide its prime contract number, its DUNS number, and the e-mail address of the
Government or Coniractor official responsibie for acknowledging or rejecting the repotts,
to all first-tier subcontractors with subcontracting plans so they can enter this information
into the eSRS when submitting their reports; and
(vi) Require that cach subcontractor with a subcontracting plan provide the prime
contract number, its owwn DUNS number, and the e-mail address of the Government or
Coniractor official responsible for acknowledging or rejecting the reports, to its
subcontractors with subcontracting plans.
{11) A description of the types of records that will be maintained concerning procedures
that have been adopted to comply with the requirements and goals in the plan, including
establishing source lists; and a description of the offeror’s efforts to locate small business,
veferan-owned small business, service-disabled veteran-ownced small business, HUBZonc
small business, small disadvantaged business, and wometti-owned small business concerns
and award subcontracts to them. The records shall include at least the following {on a plant-
wide or company-wide basis, unless otherwise indicated):
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(i) Source lists (e.g.,, CCR), guidcs, and other data that identify small business, veteran-
“owned small business, service-disabled veteran-owned small busincss, HUBZone sinall
business, small disadvantaged business, and women-owned small business concerns.
(ii) Organizations contacted in an attempt to locate sources that are small busincss,
veteran-owned small business, service-disabled veteran-owned small business, HUBZone
small business, small disadvantaged business, or women-owned small business concerns.
(iii) Records on each subcontract solicitation resulting in an award of morc than
$100,000, indicating—
(A) Whether small business concerns wetre solicited and, if not, why not;
(B) Whether veteran-owned small business concerns were solicited and, if not, why
not;
(C) Whether service-disabled veteran-owned small business concerns werc solicited
and, if not, why not;
(D) Whether HUBZone small business conceins were solicited and, if not, why not;
(E) Whether small disadvantaged business concerns were solicited and, if not, why not;
(F) Whether women-owned small business concerns were solicited and, if not, why
not; and
(G) If applicable, the reason awaic was not madc to a small business concern.
(iv) Records of any outreach efforts to contact—
(A) Trade associations;
(B) Business development organizations;
(C) Conferences and trade fairs to locate small, HUBZone small, small disadvantaged,
and women-owned small business sources; and
(D) Velerans service organizations.
(v) Records of internal guidance and encouragement provided to buycrs through—
(A) Workshops, seminats, {raining, ctc.; and
(B) Monitoring performance to evaluate compliance with the program’s requircments.
(vi) On a contract-by-contract basis, records to support award data submitted by the
offeror to the Government, including the name, address, and business size of each
subcontractor, Contractors having commercial plans need not comply with this
requirement.

(e) In order to effectively implement this plan to the extent consistent with efficient contract

performance, the Contractor shall perform the following functions:
(1) Assist small business, veteran-owned small business, service-disabled veteran-owned
small business, HHUBZone small business, small disadvantaged business, and women-owned
small businecss concerns by arranging solicitations, time for the preparation of bids,
quantities, specifications, and delivery schedules so as to facilitate the participation by such
concerns. Where the Contractor’s lists of potential small business, veteran-owned small
business, service-disabled veteran-owned small business, HUBZone small business, smatl
disadvaniaged business, and women-owned small business subcontractors are excessively
long, reasonable effort shall be made to give all such small business concerns an
opportunity to compele over a period of time.
(2) Provide adequate and timely consideration of the potentialities of small business,
veteran-owned small business, service-disabled veteran-owned small business, HUBZone
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small business, small disadvantaged business, and women-owncd small business concerns
in ali “make-or-buy” decisions,

(3) Counsel and discuss subcontracting opportunities with representatives of small business,
veteran-owned small business, service-disabled veteran-owned small business, HURZone
small business, small disadvantaged business, and women-owned smatl business fisms.

{(4) Confirm that a subcontraclor representing itself as a HUBZone small business concetn is
identified as a certified HUBZ.one small business concern by accessing the Central
Contractor Registration (CCR) database or by contacting SBA.

(5) Provide notice to subcontractors concerning penalties and remedies for
misrcpresentations of business status as small, veteran-owned small business, HUBZone
small, small disadvantaged, or women-owned small business for the purpose of obtaining a
subcontract that is to be included as part or all of a goal contained in the Contractor’s
subcontracting plan.

(f) A master plan on a plant or division-wide basis that contains all the elements required by
paragraph (d) of this clause, except goals, may be incorporated by reference as a part of the
subcontracting plan required of the offeror by this clause; provided—
(1) The master plan has been approved:
(2) The offeror ensures that the master plan is updated as necessary and provides copies of
the approved master plan, including evidence of its approval, to the Contracting Officer;
and
(3) Goals and any deviations from the master plan deemed neccessaty by the Contracting
Officer to satisfy the requirements of (his contract are set forth in the individual
subcontracting plan.

(g) A commercial plan is the preferred type of subcontracting plan for contractors furnishing
commercial items. The commercial plan shall refate to the offeror’s planned subcontracting
generally, for both commercial and Government business, rather than solely to the Government
contract. Once the Contractor’s commercial plan has been approved, the Government will not
require another subconiracting plan from the same Contractor while the plan remains in effect, as
long as the product or service being provided by the Contracior continues to meet the definition
of a commercial item. A Contractor with a commercial plan shali comply with the reporting
requirementts stated in paragraph (d)(10) of this clause by submitting one SSR in eSRS for all
contracts covered by its commercial plan. This report shall be acktiowledged or rejected in eSRS
by the Contracting Officer who approved the plan. This report shall be submitted within 30 days
after the end of the Government’s fiscal ycat.

{h) Prior compliancc of the offeror with other such subcontracting plans under previous contracts
will be considered by the Contracting Officer in determining the responsibility of the offeror for
award of the contract.
(i) A contract may have no more than one plan. When a modification meets the criteria in
19.702 for a plan, or an option is exercised, the goals associated with the modification or
aption shali be added to those in the existing subcontract plan,

(i) Subcontracting plans are not required from subcontractors when the prime contract contains
the clause at $2.212-5, Contract Terms and Conditions Requited to Implement Statutes or
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Executive Orders Commercial ltems, or when the subcontractor provides a commercial itcm
subject to the clause at 52.244-6, Subcontracts for Commercial Items, under a prime contract.

k) The failure of the Contractor or subcontractor to comply in good faith with—
ymng
(1) The clausc of this contract entitled “Utilization Of Small Busincss Concerns;” or
(2) An approved plan required by this clause, shall be a material breach of the contract.

() The Contractor shall submit ISRs and SSRs using the web-based eSRS at
http://www.ests.gov. Purchases from a corporation, company, or subdivision that is an affiliatc
of the prime Contractor or subcontractor are not included in these reports. Subcontract award
data reported by prime Contractors and subcontractors shall be limited to awards made o their
immediate next-tier subcontractors. Credit cannot be taken for awards made to lower tier
subconiractors, unless the Contractor or subcontracior has been designated to receive a small
business or small disadvantaged business credit from an ANC or Indian tribe.
(1) ISR. This report is not required for commercial plans. The report is required for each
contract containing an individual subcontract plan and shall be submitted to the
Administrative Contracting Officer (ACO) or Contracting Officer, il no ACO is assigned.
(i) The report shall be submitted semi-annually during contract performance for the
periods ending March 31 and September 30. A report is also required for each contract
within 30 days of contract completion. Reports are due 30 days after the close of each
reporting period, unless otherwise directed by the Contracting Officer. Reports are
required when duc, regardless of whether there has been any subcontracting activity since
the inception of the contract or the previous reporting period.
(ii) When a subcontracting plan contains separate goals for the basic contract and each
option, as prescribed by FAR 19.704(c), the dollar goal inserted on this repoit shall be the
sum of the base period through (he current option; for example, for a report submitted
afier the second option is exercised, the dotlar goal would be the sum of the goals for the
basic contract, the first option, and the second oplion.
(iii) The authority to acknowledge receipt or reject the ISR resides
(A) In the case of the prime Contractor, with the Contracting Officer; and
(B) In the case of a subcontract with a subcontracting plan, with the entity that awarded
the subcontract.
(2) SSR.
(i) Reports submitted under individual contract plans—
(A) This report encompasses all subcontracting under prime contracts and subcontracts
with the awarding agency, regardless of the dollar value of the subcontracts.
(B) The report may be submitted on a corporate, company or subdivision (e.g. plant or
division operating as a separate profit center) basis, unless otherwise directed by the
agency.
(C) If a prime Contractor and/or subcontractor is performing work for more than one
executive agency, a separate report shall be submitted to each executive agency
covering only that agency’s contracts, provided at least one of that agency’s contracts
is over $550,000 (over $1,000,000 for construction of a public facility) and contains a
subcontracting plan. For Do), a consolidated report shall be submitied for all confracts
awarded by military departments/agencies and/or subcontracts awarded by DoD prime
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Conlractors. However, for construction and related maintenance and repair, a separate

report shall be submitted for each DoD component.

(D) For DoD and NASA, the report shall be submitied semi-annually for the six

months ending March 31 and the twelve months ending September 30. For civilian

agencies, except NASA, it shall be submitted annually for the twelve month period

ending Scptember 30. Reports are due 30 days after the closc of cach reporting period.

(E) Subcontract awards that arc related (o work for more than one executive agency

shall be appropriately allocated.

(F) The authority to acknowledge or reject SSRs in ¢SRS, incliding SSRs submitted

by subcontractors with subcontracting plans, resides with the Government agency

awarding the prime contracts.
(i1) Reports submitted under a commercial plan—

(A) The report shall include all subcontract awards under the commercial plan in effect

during the Government’s fiscal year,

(B) The report shall be submitted annually, within thirty days afier the end of the

Governnent’s fiscal year. '

(C) If a Contractor has a commercial plan and is petforming work for more than one

exceutive agency, the Contractor shall specify the percentage of dollars attributable to

each agency from which contracis for commercial items were received.

(D) The authority to acknowledge or reject SSRs for commetcial plans resides with the

Contracting Officer who approved the commereial plan.
(iii) All reports submitted at the closc of cach fiscal year {(both individual and commercial
plans) shall include a Year-End Supplementary Report for Small Disadvantaged
Businesses. The report shall include subcontract awards, in whole dollars, to small
disadvantaged business concerns hy North American Industry Classification System
(NAICS) Industry Subscctor. If the data are not available when the year-end SSR is
submitted, the prime Contractor and/or subcontractor shall submit the Year-End
Supplementary Report for Smalf Disadvantaged Businesses within 90 days of submitting
the year-end SSR. For a commercial plan, the Contractor may obtain from each of its
subcontractors a predominant NATCS Industry Subsector and report all awards to that
subcontractor under iis predominant NAICS Industry Subsector.

L.5 TSA Small Business Subcontracting Goals

The following table presents the current subcontracting goals for the TSA for various types of
small businesses. The percentages are expressed in terms of total subcontracting dollars. This
information is presented for consideration in development of the required subcontracting plan.

Subcontracts FY 0% Goal
Small Business 40%

Small Disadvantaged Busincss 14.5%
Women-Owned Small Business 5%
HUBZone 3%

Service Disable Veteran-Owned 3%
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1.6 Service Contract Act of 1965, As Amended

{(a) Definitions,
(1) “Act”, as used in this clause, means the Service Contract Act of 1965, as amended (41
U.S.C. 351, et seq.).
(2) “Contractor”, as used in this clause or in any subcontract, shall be deemed to refer to the
subcontractor, except in the term Government Prime Contractor.
(3) “Service employec”, as used in this clause, means any person engaged in the performance
of this contract other than any person employed in a bona fide executive, adminisirative, or
professional capacity, as these terms are defined in Part 541 of title 29, Code of Federal
Regulations, as revised. Tt includes all such persons regardless of any contractual relationship
that may be alleged to exist between a Contractor or subcontractor and such persons.

(b) Applicability. This contract is subject to the following provisions and to all other applicable
provisions of the Act and regulations of the Secretary of Labor (29 CFR Part 4). This clause does
not apply to contracts or subcontracts administratively exempted by the Sceretary of Labor or
exempted by 41 U.S.C. 356, as interpreted in subpart C of 29 CFR Part 4.

{c} Compensation.

(1) Each service employee employed in the performance of this contract by the Coniractor or

any subcontractor shall be paid not less than the minimum monetary wagcs and shall be

furnished fringe benefits in accordance with the wages and fringe benefits determined by the

Secretary of Labor, or authorized representative, as specified in any wage detcrmination

attached to this contract,

@)
(i) If a wage determination is attached to this contract, the Contractor shall classify any
class of service employee which is not listed therein and which is to be employed under
the confract (i.e., the work to be performed is not performed by any classification listed in
the wage determination) so as to provide a reasonable relationship (i.¢., appropriate level
of skill comparison) between such unlisted classifications and the classifications listed in
the wagc dctermination, Such conformed class of employees shall be paid the monctary
wages and furnished the fringe benefits as are determined pursvant to the procedures in
this paragraph (c).
(ii) This conforming procedure shall be initiated by the Contractor prior to the
performance of contract work by the unlisted class of employee. The Contractor shall
subtit Standard Foim (SF) 1444, Request for Authorization of Additional Classification
and Rate, to the Contracting Officer no later than 30 days after the unlisted class of
employee performs any contract work, The Contracting Officer shall review the proposed
classification and rate and prompily submit the completed SF 1444 (which must include
information regarding the agrcement or disagreement of the emplayees’ authorized
representatives or the employees themselves together with the agency recommendation),
and all pertinent information to the Wage and Hour Division, Employment Standards
Administration U.S, Department of L.abor, The Wage and Hour Division will approve,
modify, or disapprove the action or render a final detcrmination in the event of
disagreement within 30 days of receipt or will notify the Contracting Officer within 30
days of receipt that additional time is necessary.
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(iii) The final detcrmination of the conformance action by the Wage and Hour Division
shall be transmitted to the Contracting Officer who shall promptly notify the Contractor
of the action taken. Each affected employee shall be furnished by the Coniractor with a
written copy of such determination or it shall bc posted as a part of the wage
determination.
(iv)
(A) The process of establishing wage and fringe benefit rates that bear a
reasonable relationship to those listed in a wage determination cannot be reduced
to any single formula. The approach used may vary from wage determination to
wage determination depending on the circumstances. Standard wage and salary
administration practices which rank various job classifications by pay grade
‘pursuant fo point schemes or other job factors may, for example, be relied upon.
Guidance may aiso be obtained from the way different jobs are rated under
Federal pay systems (Federal Wage Board Pay System and the General Schedule)
or from other wage delerminations issued in the same locality, Basic to the
establishment of any conformablc wagc rate(s) is the concept that a pay
relationship should be maintained between job classifications based on the skill
required and the dutics performed.
{B) In the case of a contract madification, an exercise of an option, or cxtension
of an cxisting contract, or in any other case where a Contractor succeeds a
contract under which the classification in question was previously conformed
pursuant to paragraph (c}) of this clause, a new conformed wage rate and fringe
benefits may be assigned to the conformed classification by indexing (i.e.,
adjusting) the previous conformed rate and fringe benefits by an amount cqual to
the average (mean) percentage increase (or decrease, where appropriate) between
the wages and fringe benefits specified for all classifications to be used on the
contract which are listed in the current wage determination, and those specified
for the corresponding classifications in the previously applicable wage
determination. Where conforming actions are accomplished in accordance with
this paragraph prior to the performance of coniract work by the unlisted class of
employees, the Contractor shall advise the Contracting Officer of the action taken
but the other procedures in subdivision (c)(2)(ii) of this clause need not be
followed.
(C) No employee engaged in performing work on this contract shall in any event
be paid less than the currently applicable minimum wage specified under section
6(a)(1) of the Fair Labor Standards Act of 1938, as amended.
(v) The wage rate and fringe benefits finally determined under this subparagraph (¢)(2) of
this clause shall be paid to all cmployccs performing in the classification from the first
day on which contract work is performed by them in the classification. Failure to pay the
unfisted cmployees the compensation agreed upon by the interested parties and/or finally
determined by the Wage and Hour Division retroactive to the date such class of
- employees commenced contract work shall be a violation of the Act and this contract.
{vi) Upon discovery of failure to comply with subparagraph (¢)(2) of this clause, the
Wage and Hour Division shall make a final determination of conformed classification,
wage rate, and/or fringe benefits which shall be retroactive to the date such class or
classes of employees commenced contract wark.
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(3) Adjustment of Compensation. If the term of this contract is more than 1 year, the
minimum monetary wages and fringe benefits required to be paid or furnished there under to
service employees under this contract shall be subject to adjustment after | year and not less
often than once every 2 years, under wage determinations issued by the Wage and Hour
Division.

(d) Obligation 1o Furnish Fringe Benefits, The Contractor or subcontractor may discharge the
obligation to furnish fringe benefits specified in the attachiment or determined under
subparagraph (¢)(2) of this clause by furnishing equivalent combinations of bona fide fringe
bencfits, or by making cquivalent or differential cash payments, only in accordance with subpart
D of 29 CFR Part 4.

(e) Minimum Wage. In the absence of a minimuin wage attachment for this contract, neither the
Contractor nor any subcontractor under this contract shall pay any person performing work under
this contract (regardless of whether the person is a scrvice cinployee) less than the minimum
wage specified by section 6(a)(1) of the Fair Labor Standards Act of 1938. Nothing in this clause
shall relieve the Contracior or any subcontractor of any other obligation under law or contract for
payment of a higher wage to any employee.

(£) Successor Contracts. If this contract succceds a contract subject to the Act under which
substantially the same services were furnished in the same locality and service employees were
paid wages and [ringe beneliis provided for in a colleclive bargaining agreement, in the absence
of the minimum wage attachiment for this contract setting forth such collectively bargained wage
rates and fringe benefits, neither the Contractor nor any subcontractor under this contract shall
pay any service employec performing any of the contract work (regardless of whether or not
such employee was employed under the predecessor contract), less than the wages and fringe
beneliis provided for in such collective bargaining agreement, to which such employee would
have been entitled if employed under the predecessor contract, including accrued wages and
fringe benefits and any prospective increases in wages and fringe benefits provided for under
such agrcement. No Contractor or subcontractor under this contract may be relicved of the
foregoing obligation unless the limitations of 29 CFR 4.1b(b) apply or unless the Secretary of
Labor or the Secretary's authorized representative finds, after a hearing as provided in 29 CFR
4.10 that the wages and/or fringe benefits provided for in such agreement are substantially at
variance with those which prevail for services of a character similar in the locality, or
determings, as provided in 29 CFR 4.11, that the collective bargaining agreement applicable to
service employees employed under the predecessor contract was not entered into as a result of
arm's ienglh negotiations. Where it is found in accordance with the review procedures provided
in 29 CFR 4.10 and/or 4,11 and Parts 6 and 8 that some or all of the wages and/or fringe benefits
contained in a predecessor Contractor's colleciive bargaining agreement are substantially at
variance with those which prevail for scrvices of a character similar in the locality, and/or that
the collective bargaining agreement applicable to service employees employed under the
predecessor contract was not entercd into as a resuli of arm's length negotiations, the Department
will issue a new or revised wage determination setting forth the applicable wage rates and fringe
benefits. Such determination shall be made part of the contract or subcontract, in accordance
with the decision of the Administrator, the Administrative Law Judge, or the Board of Service
Contract Appeals, as the case may be, irvespective of whether such issuance occurs prior to or
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after the award of a contract or subcontract (53 Comp. Gen. 431 (1973)). In the case of a wage
determination issued solely as a result of a finding of substantial variance, such determination
shall be cffcetive as of the date of the final administrative decision,

(g} Notification to Employees. The Contractor and any subcontractor under this contract shaltl
notify each service employee commencing work on this contract of the minimum monetary wage
and any [ringe benefits required to be paid pursuant to this contract, or shall post the wage
determination attached to this contract. The poster pravided by the Department of Labor
(Publication WII 1313) shall be posted in a prominent and accessible place at the worksitc.
Failure to comply with this requirement is a violation of section 2(a)(4) of the Act and of this
contract.

(k) Safe and Sanitary Working Conditions. The Contractor or subcontractor shall not permit any
part of the services called for by this contract (o be performed in buildings or surroundings or
under working conditions provided by or under the control ot supervision of the Contractor or
subcontractor which are unsanitary, hazardous, or dangerous to the health or safety of the service
employees. The Contractor or subcontractor shall comply with the safety and health standards
applied under 29 CFR Part 1925,

(1) Records.
(1) The Contractor and each subconiractor performing work subject to the Act shall make
and maintain for 3 years from the complction of the work, and make them available for
inspection and transcription by authorized representatives of the Wage and Hour Division,
Employment Standards Adminisiration, a record of the following:
(1) For each employee subject to the Act-
{A) Name and address and social security number;
(B) Corrcct work classification or classifications, rate ot rates of monetary wages
paid and fringe benefits provided, rate or rates of payments in lieu of fringe
benefits, and total daily and weekiy compcnsation;
(C) Daily and weekly hours worked by each employee; and
(D) Any deductions, rebates, or refunds from the total daily or weekly
compensation of cach employee.
(if) For those classes of service employees not included in any wage determination
attached fo this contract, wage rales or fringe benefits determined by the interested parties
or by the Administrator or authorized representative under the terms of paragraph (c) of
this clause. A copy of the repart required by subdivision (€)(2)(ii} of this clausc will
fulfill this requircment.
(iii) Any list of the predecessor Contractor's employees which had been furnished to the
Contractor as prescribed by paragraph (n) of this clause,
{2) The Contractor shall also make available a copy of this contract for inspection or
transcription by authorized representatives ol the Wage and Hour Division.
(3) Failute to make and maintain or to make available these records for inspection and
transcription shall be a violation of the regulations and this contract, and in the casc of failurc
{o produce these rccords, the Contracting Officer, upon direction of the Departient of Labor
and notification to the Contractor, shall take action to cause suspension of any further
payment or advance of funds until the violation ceascs,
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(4) The Contractor shall permit authorized representatives of the Wage and Hour Division to
conduct interviews with employees al the worksite during normal working hours.

(i) Pay Periods. The Contractor shall unconditionally pay to each employee subject to the Act all
wages duce free and clear and without subscquent deduction (except as otherwise provided by law
or Regulations, 29 CFR Part 4), rebate, or kickback on any account. These payments shall be
made no later than one pay period following the end of the regular pay peried in which the wages
were earned or acerued, A pay period under this Act may not be of any duration longer than
semi-monthly.

(k) Withholding of Payments and Termination of Contract. The Contracting Officer shall
withhold or cause to be withheld from the Government Prime Contractor undcr this or any other
Government contract with the Prime Contractor such sums as an appropriate official of the
Department of Labor requests or such sums as the Contracting Officer decides may be necessary
to pay underpaid employees employed by the Contractor or subcontractor. In the event of failure
to pay any employees subject to the Act all or part of the wages or fringe benefits due under the
Act, the Contracting Officer may, after authorization or by direction of the Department of Labor

and written notitication to the Contractor, take action to cause suspension of any further payment -

or advance of funds until such violations have ceased. Additionally, any failure to comply with
the requircments of this clause may be grounds for termination of the right to proceed with the
contract work. In such event, the Government may enter into other contracts or arrangements for
completion of the work, charging the Contractor in default with any additional cost

(D) Subcontracts. The Contractor agrees to insert this clause in all subcontracts subject to the Act.

(m) Collective Bargaining Agreements Applicable to Service Employees. If wages to be paid or
[ringe benefits to be furnished any service employees employed by the Government Prime
Contractor or any subcontractor undet the contract are provided for in a collective bargaining
agreement which is or will be effective during any period in which the contract is being
performed, the Government Prime Contractor shall report such fact to the Contracting Officer,
together with full information as to the application and accrual of such wages and fringe benefits,
including any prospective increases, to service employees engaged in work on the conlract, and a
copy of the collective bargaining agreement. Such report shall be made upon commencing
performance of the contract, in the case of collective bargaining agreements effective at such
time, and in the casc of such agreements or provisions or amendments thercof cffective at a later
time during the period of contract performance such agreements shall be reported promptly after
negotiation thereof.

(n) Seniority List. Not less than 10 days prior to completion of any contract being performed at a
Federal facility where service cmployeces may be retained in the performance of the succeeding
contract and subject to a wage determination which contains vacation or other benefit provisions
based upon length of scrvice with a Contraclor (predecessor) or successor (29 CFR 4.173), the
incumbent Prime Contractor shall furnish the Contracting Officer a certified list of the names, of
all servicc employees on the Contractor’s or subcontractor's payroll during the last month of
centract performance. Such list shall also contain anniversary dates of employmnent on the
contract cither with the current or predecessor Contractors of each such service employee. The
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Contracting Officer shall turn over such list to the suceessor Confractor at the commencement of
the succeeding contract.

(o) Rulings and Interpretations. Rulings and interpretations of the Act are contained in
Repulations, 29 CFR Part 4.

(p) Contractor's Certification.
{1) By entering into this contract, thc Contractor (and officials thereof) certifies that neither it
{nor he or she) nor any person or firm who has a substantial interest in the Contractor's firm
is a person ot firm incligible to be awarded Government contracts by virtue of the sanctions
imposed under section 5 of the Act.
(2) No part of this contract shall be subcontracted to any person or firm ineligible for award
of a Government contract under scction 5 of the Act.
(3) The penalty for making false statements is prescribed in the U.S. Criminal Code, 18
U.S.C, 1001,

(Q) Variations, Tolerances, and Exemptions Involving Employment. Notwithstanding any of the
provisions in paragraphs (b) through (o) of this clause, the following employees may be
employed in accordance with the following variations, tolerances, and exemptions, which the
Secretary of Labor, pursuant to scction 4(b) of the Act prior to its amendment by P. L. 92-473,
found to be necessary and proper in the public interest or to avoid serious impairment of the
conduct of Government business,

(1) Apprentices, student-learners, and workers whose carning capacity is impaircd by age,

physical or mental deficiency or injury may be employed at wages lower than the minimum i

wages otherwisc required by scction 2(a)(1) or 2(b)(1) of the Act without diminishing any
fringe benefits or cash payments in lieu thereof required under section 2(a)(2) of the Act, in
accordance with the conditions and procedures prescribed for the employment of apprentices,
student-learners, handicapped persons, and handicapped clients of sheltcred workshops under
section 14 of the Fair Labor Standards Act of 1938, in the regulations issued by the
Administrator (29 CKR Parts 520, 521, 524, and 525),

(2) The Admintstrator will issue certificates under the Act for the employment of apprentices,
student-learners, handicapped persons, or handicapped clients of sheltered workshops not
subject to the Fair Labor Standards Act of 1938, or subject to different minimum ratcs of pay
under the two acts, authorizing appropriate rates of minimum wages (but without changing
requirements concerning fringe bencfits or supplementary cash payments in lieu thereof),
applying procedures prescribed by the applicable regulations issued under the Fair Tabor
Standards Act of 1938 (29 CFR Parts 520, 521, 524, and 525).

(3) The Administrator will also withdraw, annul, or cancel such cettificates in accordance
with the regulations in 29 CFR Parts 525 and 528.

(r) Apprentices. Apprentices will be permitted to work at less than the predetermined rate for the
work they perform when they are employed and individually registered in a bona fide
apprenticeship program registered with a State Apprenticeship Agency which is recognized by
the U.S. Department of Labor, or if no such recognized agency exists in a State, under a program
registered with the Burcau of Apprenticeship and Training, Employment and Training
Administration, UL.S, Department of Labor. Any employee who is not registered as an apprentice
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in an approved program shall be paid the wage rate and fringe benefits contained in the
applicable wage delermination for the journeyman classification of work actually performed. The
wage rates paid apprentices shall not be less than the wage rate for their level of progress set
forth in the registered program, expressed as the appropriate percentage of the journeyman's rate
contained in the applicable wage determination, The allowable ratio of apprentices to
Jjourneymen employed on the contract work in any craft classification shall not be greater than
the ratio permitted to the Contractor as to his entire work force under the registered program.

(s) Tips. An employee engaged in an occupation in which the employee customarily and
regularly receives more than $30 a month in tips may have the amount of thesc tips credited by
the employer against the minimum wage required by section 2(a)(1) or section 2(b)(1) of the Act,
in accordance with section 3(m) of the Fair Labor Standards Act and Regulations 29 CFR part
531. However, the amount of credit shall not exceed $1.34 per hour heginning January 1, 1981.
To usc this provision-

(1) The employer must inform tipped employees about this tip credit allowance before the

credit is utilized;

(2) The cmployees must be aflowed to retain all tips (individually or through a pooling

arrangement and regardless of whether the employer elects to take a credit for tips received);

(3) The employer must be able to show by tecords that the employee receives at least the

applicable Scrvice Contract Act minimum wage through the combination of direct wages and

tip credit;

(4) The use of such tip credit must have been permitted under any predecessor collective

bargaining agreement applicable by virlue of section 4(c) of the Act.

() Disputes Concerning Labor Standards. The 1.8, Department of Labor has set forth in 29 CFR
Parts 4, 6, and 8 procedures for resolving disputes concerning labor standards requitements, Such
disputes shall be resolved in accordance with those procedures and not the "Disputes” clause of
this contract. Disputes within the meaning of this clause include disputes between the Contractor
(or any of i{s subcontractors) and the contracting agency, the U.S. Department of Labor, or the
employees or their representatives.

17 Fair Labor Standards Act and Service Contract Act—Price Adjustment
(Multiple Year and Option Contracts). (SEP 2009)

{a) This clause applies to both contracts subject to area prevailing wage determinations and
contracts subject to collective bargaining agreements.

(b} The Contractor warrants that the prices in this contract do not include any allowance for any
contingency to cover increased costs for which adjustment is provided under this clause.

(¢) The wage determination, issued under the Service Contract Aci of 1965, as amended,

(41 U.S.C. 351, ef seq.), by the Administrator, Wage and Hour Division, Employment Standards
Administration, U.S. Department of Labor, current on the anniversary date of a multiple year
contract or the beginning of cach renewal option period, shall apply to this contiact. If no such
determination has been made applicable to this contract, then the Federal minimum wage as
established by section 6(a)(1) of the Fair Labor Standards Act of 1938, as amended,
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(29 U.S,C. 200) current on the anniversary datc of a multiple year contract or the beginning of
each renewal option period, shall apply to this contract.

(d) The contract price, contract unit price labor rates, or fixed hourly labor rates will be adjusted
to reflect the Contractor’s actual increase or decrease in applicable wages and fringe benefits to
the extent that the increase is made to comply with or the decrease is voluntarily made by the
Contractor as a result of:
(1) The Department of Labor wage determination applicable on the anniversary date of the
multiple year contract, or at the beginning of the renewal option period. For example, the
prior year wage determination required a minimum wage rate of $4.00 per hour. The
Contractor chose to pay $4.10. The new wage determination increases the minimum rate to
$4.50 per hour. Even if the Contractor voluntarily increascs the rate to $4.75 per hour, the
allowable price adjustment is $.40 per hour;
(2) An increased or decreased wage determination otherwise applied to the contract by
operation of law; or
(3} An amendment to the Fair Labor Standards Act of 1938 that is enacted after award of
this contract, affects the minimum wage, and becomes applicablc to this contract under law.

(e) Any adjustment will be limited to increases or decreases in wages and fringe benefits as
described in paragraph (d) of this clause, and the accompanying increases or decreases in social
security and unemployment taxes and workers’ compensation insurance, but shall not otherwisc
include any amount for general and administrative costs, overhead, or profit,

(f) The Contractor shall notify the Contracting Officer of any increase claimed under this clause
within 30 days aftcr recciving a new wage deterimination unless this notification period is
extended in writing by the Contracting Officer. The Contractor shall promptly nolily the
Contracting Officer of any decrease under this clausc, but nothing in the clause shall preclude the
Government from asserting a claim within the period permitted by law. The notice shall contain
a statement of the amount claimed and the change in fixed hourly rates (if this is a time-and-
materials or labor-hour contract), and any relevant supporting data, including payroll records,
that the Contracting Officer may reasonably require. Upon agreement ol the parties, the contract
price, contract unit price labor rales, or fixed hourly rates shall be modified in writing, The
Contractor shali continue performance pending agreement on or determination of any such
adjustment and its effective date.

(g) The Contracting Officer or an authorized representative shall have access to and the right to
examine any direcily pertinent books, documents, papers and records of the Contractor until the
gxpiration of 3 years after final payment under the contract.
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Section J — List of Attachments

. Attachment 1 — Staicment of Work

. Attachment 2 — DD 254 Requirements

. Attachment 3 — DOL Wagc Determinations
A. Washington, DC Mctropolifan Arca
B. Ft. Worth/Tarrant County, Texas

. Attachment 4 — Tabor Rate Tables

. Attachment 5 — List of Government Furnished Equipment

81
HSTS03-09-J-CI0632




